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Chapter 1 — Introduction and Overview

This guide introduces the OpenFox® Configurator module and describes how
administrators should use it. Configurator is the front-end user interface that
administrators may use to make real-time configuration changes to the OpenFox®
Message Switching System.

1.1 - Who Is This Manual For?

This manual is intended for use by personnel who are involved in the support and
maintenance of OpenFox® configurable resources. This includes anyone responsible
for maintaining the configurations for message keys, stations (devices), users, code
lists, vehicle codes, security roles, agencies, watch dog tables, computer configurations,
and licenses. This manual assumes a level of familiarity with terms and concepts that
may not be held by every OpenFox® Desktop end user.

1.2 — Minimum System Requirements

There are multiple software packages that must interoperate for Configurator to work
properly. Each software application and its requirements are described below.

OpenFox® Message Switching System

OpenFox® Desktop must communicate with the OpenFox® Message Switching system.
Without a running switch, Configurator and Desktop will have no method of
communicating changes that are made to any configurations.

Java Runtime Environment

OpenFox® Desktop and all Modules are written in the Java™ programming language.
Desktop runs within the Java Runtime Environment, a product of Sun® Microsystems
(currently part of the Oracle Corporation). The Java Runtime Environment is available
as a free download from Sun® and is available at the following URL, http://java.sun.com
(or you can use http://java.com). Technical information regarding the Java
programming language and the Java Runtime Environment is available from the
http://java.sun.com website.
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OpenFox® Desktop

OpenFox® Configurator is a Module of OpenFox® Desktop. As such, Configurator
requires a valid and operational Desktop installation in order to execute, with a license
that includes Configurator as a valid module. Configurator has been fully integrated
with the Desktop environment and takes full advantage of all the Desktop features
which are available to Desktop Modules. For more information regarding minimum
system requirements for Desktop, please refer to the OpenFox® Desktop Administrator
Manual.

Session Authority

In addition to the Desktop license requirement, the configuration for both the user and
the station must have a security role which grants permission to access Configurator.
Access to Configurator is granted through one of the following standard Other
Authority levels:

CONFIGURATOR: AGENCY ONLY
CONFIGURATOR: FULL ACCESS
CONFIGURATOR: STATION ONLY
CONFIGURATOR: USER OF AGENCY
CONFIGURATOR: USER ONLY

If either the user’'s or the station’s configuration does not have a security role which
grants one of the above authority levels, then access to the Configurator software will
be denied, and the user will not see Configurator as an option in their module list.

Ver. 7.2.0 Introduction and Overview 8



1.3 — Configurator Communication

Configurator communicates with the message switch by exchanging fully-formed XML
documents over the securely encrypted FoxTalk™ communications session. This is the
same communications session that is used for all OpenFox® Desktop communications,
and it is fully compliant with the latest FIPS 140-2 encryption standards.

While all Configurator communication messages flow through the OpenFox® Message
Switch in the same manner as normal law enforcement transactions, not all messages
are stored and audited. For example, search requests/results and record loads are not
audited in the message switch, because these messages do not represent any change
to the configuration database. However, all database modification messages (additions,
modifications, deletions, etc.) are stored and audited on the message switch. These
messages may be found through the normal switch TRACE and FIND commands, and
they may also be found via the Archive Retrieval audit database. This allows system
administrators to search the message traffic logs to discover which users made what
modifications to the Configuration database.

All messages are also formatted in a human-readable XML format, so that system
administrators can understand the audit messages that they find. When a user updates
a database configuration record, the XML message will contain only the data which the
user has modified, not an entire configuration record. Thus, not only can the system
administrator find out which user changed a configuration record, but the administrator
can also easily see the exact changes that were made to that record.
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1.4 — Document Contents

Chapter 1. Introduction and Overview: This chapter describes the purpose of
this document, as well as some background on the OpenFox® Configurator and
its environment.

Chapter 2. OpenFox® Configurator Module: Describes the process to access
the OpenFox® Configurator Module, as well as how to modify the user
preferences to fully utilize the OpenFox® Configurator functions and capabilities.

Chapter 3. Message Key Configuration: Describes the on-line configuration
procedures for the message keys used to validate, transform, and spawn
transactions in to and out of the OpenFox® Message Switch.

Chapter 4. Station Configuration: Describes the on-line configuration
procedures for the stations used to access OpenFox® Desktop and its
associated modules.

Chapter 5. User Configuration: Describes the on-line configuration procedures
for the user IDs used to access OpenFox® Desktop and its associated modules.

Chapter 6. Code List Configuration: Describes the on-line configuration
procedures for the drop-down code lists used to validate pre-approved field data
in The OpenFox® Message Switch as well as OpenFox® Desktop and its
associated modules.

Chapter 7. Vehicle Code Configuration: Describes the on-line configuration
procedures for the pre-approved vehicle make, vehicle model, and vehicle style
field data in the OpenFox® Message Switch as well as OpenFox® Desktop and
its associated modules.

Chapter 8. Security Role Configuration: Describes the on-line configuration
procedures for the security roles that provide permissions for users and stations
to limit or grant access to specific functionality within OpenFox® Desktop and its
associated modules.

Chapter 9. Agency Configuration: Describes the on-line configuration
procedures for the agency settings that will be associated with OpenFox®
Desktop licenses and users.

Chapter 10. Watch Dog Configuration: Describes the on-line configuration
procedures for the Watch Dog tables that allow for “silent hits” to be generated
and routed.

Chapter 11. Computer Configuration: Describes the on-line configuration
procedures for various monitor and “special” stations for the OpenFox® Message
Switch.

Chapter 12. License Configuration: Describes the on-line configuration
procedures for standard maintenance of OpenFox® Desktop licenses.
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OpenFox® Configurator Administrator Manual

Chapter 2 — OpenFox® Configurator Module

The OpenFox® Configurator is a full-featured point-and-click Graphical User Interface
(GUI) that gives supervisory or administrative personnel the ability to add, modify, copy,
export, import, and delete the OpenFox® message keys, stations, users, code lists,
vehicle codes, security roles, agencies, watch dog tables, computer settings, and
licenses. Adding, changing or deleting any of these facilities does not require re-booting
the server hosting the OpenFox® Message Switch, restarting the OpenFox® Message
Switch, or modifying any other software. The OpenFox® Configurator module resides
as a module within OpenFox® Desktop, and is accessible from a PC that is connected
to the OpenFox® Message Switch via a network connection. Once logged in to
OpenFox® Desktop as a user who is authorized to access the OpenFox® Configurator
module, with a PC that has an OpenFox® Desktop License that allows access to the
OpenFox® Configurator module, the OpenFox® Configurator module is started by:

Click Click
Modules Configurator

Forms Accessibility User Session Window Tools Help

Mailhox for CPIRUSS - Inhox () Messenger
4} Form Configurptor

% Configurator
@ Archive Retrieval Client
5

Message Quick Queries Sort Messages View Columns Options

CEHY I RFAR> A 5 @@

E¥ CPIRUSS's Folders Date ¥ | MKE 1D Type New e
B inbox 2 Desktop
i sent
i save
uf Trash
% Drafts
@ gearch

N Free Format
83 Drenox Commands OpenFox™ Messenger Inbox Folder

3 NLETS

@ validations

@ Raffie From this window you can manage all of the messages that the OpenFox™ has sent to you

5] Waster Query The Table above this text lists all of these messages

[ Free Format
=] User Messaging

Ta view the contents of a message, simply click on the line far a message

From this window you can also delete, save, and print messages

If you delete a message from this window, it will mave inta your Trash folder.

If you save a message from this window, it will move into your Save folder.

In addition, if there are any ERR messages in your inbox, you can view the ariginal form that caused the error by clicking an the view
message buttan

) Mailbox for CPIRUSS - Inbox. ‘ onrd

Module Drop-down
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e Click on the Modules icon on the top-right of your OpenFox® Desktop window.
e Click on the Configurator icon in the Module drop-down box.

Your Configurator module will appear at the top-left of your OpenFox® Desktop window.

S Terminai KVLRUSS

MNew Configurator User Session Window Tools Help %Modnles

Configurator Q Ei

Configure

T o0

| WKE 5] Type New Altachment

|~"%:, = Message Keys

|9, © Station
B 2 New

|3 o User
® Modify

|Mu © Code List

|@O\Iehicle Code IW'
|a PR £ OImport @

|EEOAgency

i

[T © Delete

I Messenger Inbox Folder
o Backups

lou can manage all of the messages that the OpenFox™ has sent to you
s text lists all of these messages

|W‘ ©'Watch Dog

|@ = Computer

|Q’ O License ) ) _
s of a message, simply click on the line for a message

u can also delete, save, and print messages.

[f you delete a message fram this window, it will mave into your Trash falder.

If you save a message from this window, it will move into your Save folder

In addition, if there are any ERR messages in your inbox, you can view the ariginal form that caused the errar by clicking on the view

message hutton

4 I D

() Mailbox for CPIRUSS - Inbox I “ Configurator | @0

Opening Configurator
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To perform a configurator action:

Configurator

Configure

“» 0 Message Keys

&, O Station

1 O New

4 O User
1 © Modify

8 Copy

% O Export

[l = Code List

< O Vehicle Code

& O Security Roles

:5‘.- Zlmport
1O Agency

Il — Delete

&P © Watch Dog
£ Backups

% © Computer

4P O License

Configurator

Select the record type from the left column.

Select the configuration action from the center column.
Click OK.

The appropriate configuration dialog box will appear.
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2.1 — Configurator Preferences

The OpenFox® Configurator has certain User Preferences that cause Configurator to
behave differently when various actions are performed. These choices are things such
as enabling the global configurator, whether to close a window when clicking OK,
whether to display an acknowledgment when records are successfully updated in the
database, and what to display in the Java Console.

2.1.1 — Global Configurator

The OpenFox® Configurator allows administrators to perform actions to modify multiple
targets (Stations, Users, etc.) at once. This is referred to as “Global Configuration”.
The Global Configuration is not enabled by default. The user must manually change
their Configurator preferences to be able to access it.

NOTE: this feature is only available when in a screen for Message Key, Station, Users,
Agency, or License modification. All other Modify screens only allow one configurable
item to be changed at a time regardless of the Global Configurator settings.

To enable Global Configuration:

e Log in to OpenFox® Desktop.

Click Tools Click User
Preferences

455 - OpenFor™ Deskiop 622 Tl =) bl

Help =) Modules
3 Appearance

E Terminal XMLRUSS - ORI CPO000028 - Logged in as CPIE

Forms Accessibility User Session Window

£% Terminal Preferences

& Vin Assist Tool

{ B Reset User State Information
o G " el Reifsy (¥ Desktop Init Parameters

7, Diagnostic Message

:.g,. Request Diagnostic Message

- - . _— —

The Desktop Tools menu

e Click the Tools menu.
e Click User Preferences.

Ver. 7.2.0 OpenFox® Configurator Module 14



E Maodify User Preferences

[ Choose a Module

I

Desktop

@

Messenger Form Configurater

1]

Interceptor
| v

5 [~

(Archive Retrieval Client

General Preferences

Screen | Communi

[ Screen Post "0K” Action

[ 5il Record Screen

Do you want to enable the Global Screen
Functionality which allows you to work on multiple
record's at the same time, or do you always want

to work with only one record at a time?

] Single Record Screen Only

I # Enable Global Record Screen I

Mote: If enabled the ‘Global Record Screen will
automatically be displayed after you "Gef' two or
more records. The "Single Record Screen’ is
always displayed if you have zero or one record
displayed on screen.

After you click the *OK” button and you have

database, what action do you want to occur?

# Stay In Current Screen And Clear All Fields

) Go To The Main Config Screen

Store To D

Display Positive
(E Display After

{new, modify, copy o delete request)

Copy Table Rows To Clipboard F
Pick the character that will separate table rows:
that will table

Pick the

newline -
| -

[~ Color Preference For When: Info Tabs Contain Data

| .Chz\geCololFo(: Info Tabs That Contain Data |

Revert to Defaults | | Rewvert All to Defaults | |

Copy From User

successfully committed changes to the I

-

Global Screen Options

Select the Screen tab.
Select Enable Global Record Screen.

Click OK.

Ver. 7.2.0

Select Configurator in the list located at the top of the screen.
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2.1.2 - “OK” Action

The OpenFox® Configurator allows administrators to have a choice of action when
clicking an OK button in the OpenFox® Configurator. The administrator can choose to
clear the current screen and leave it open (remaining in the current screen), or closing
the current window (returning to the previous screen).

To enable Global Configuration:

e Login to OpenFox® Desktop.

Click Tools Click User
Preferences
{E Terminal XMLRUSS - ORI CPO00002E - Logged in as CPIBKSS - OpenFox™ Desktop *@/@ﬁg
Forms Accessibility User Session Window Help (-1 Modules

3 Appearance

£% Terminal Preferences

< Vin Assist Tool

{ & Reset User State Information
o E e " iR RS (4 Desktop Init Parameters

7, Diagnostic Message

‘“_@ Request Diagnostic Message

[ I - S

The Desktop Tools menu

e Click the Tools menu.
e Click User Preferences.
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? Meodify User Preferences

[ Choose a Modul e

Desktop

2 & N 2 2

Archive Retri I Client p

Messenger Form Configurator

I

1]

General Preferences

Soreen | Communication |
r Record Screen

[ Screen Post 'OK' Action

Do you want to enable the Global Screen
Functionality which allows you to work on multiple
record's at the same time, or do you always want
to work with only one record at a time?

After you click the "OK’ button and you have
successfully committed changes to the
database, what action do you want to cccur?
) Single Record Screen Only
(3! Enable Global Record Screen

Note: If enabled the *Global Record Screen’ will -
automatically be displayed after you "Gef fwo or #! Stay In Current Screen And Clear All Fields.
more records. The 'Single Record Screen’is

always displayed if you have zero or one record

) Go To The Main Config Screen

displayed on screen.

[v| Display After Store To D (new, modify, copy or delete request)

"Disp\ay Positive

Copy Table Rows To Clipboard F
Pick the character that will separate table rows: newline -
Pick the that will table | -

Color Preference For When: Info Tabs Contain Data

“ [ Change Color For: Info Tabs That Contain Data |

Rewvert to Defaults | | Rewvert All to Defaults | | Copy From User | E Cancel

OK Action Options

e Select Configurator in the list located at the top of the screen.
e Select the Screen tab.

Screen.
e Click OK.

Ver. 7.2.0
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2.1.3 — Display Positive Acknowledgment

The OpenFox® Configurator allows administrators to have a choice of how the system
behaves when submitting a record to the database. The administrator can choose to
receive an acknowledgment, or not receive an acknowledgment, upon successfully
adding a new record, modifying an existing record, copying a record, or deleting a
record.

To enable Positive Acknowledgment:

e Login to OpenFox® Desktop.

Click Tools Click User
Preferences
{E Terminal XMLRUSS - ORI CPO0D002S - Logged in as CPIRYSS - OpenFox™ Desktop @/[E‘&‘g
Forms Accessibility User Session Window Help [ Modules
3 Appearance

L3 Terminal Preferences

& Vin Assist Tool

{ & Reset User State Information
o G " el Reifsy (¥ Desktop Init Parameters

7, Diagnostic Message
%) Request Diagnostic Message | @2 &l
. . - —_— — ———

The Desktop Tools menu

e Click the Tools menu.
e Click User Preferences.
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Ver. 7.2.0

E Modify User Preferences

[Choose a Module

Desktop

Messenger

Form Configurator

1]

a2 £

\Archive Retrieval Client Interceptor

Screen

General Preferences

Communi

Record Screen

Do you want to enable the Global Screen
Functionality which allows you to work on multiple
record's at the same time, or do you always want

to work with only one record at a time?

) Single Record Screen Only

(*) Enable Global Record Screen

Note: If enabled the "Global Record Screen’ will
automatically be displayed after you ‘Get two or
more records. The 'Single Record Screen’ is
always displayed if you have zerc or one record

displayed on screen.

[~ Screen Post ‘0K’ Action

After you click the "OK’ button and you have
i to the
database, what action do you want to occur? I

(# Stay In Current Screen And Clear All Fields

) Go To The Main Config Screen

Display Positive Acknowl nt

[¥] Display After

Store To D

{newr, modify, copy or delete request} I

[ Copy Table Rows To Clipboard F
Pick the character that will separate table rows:
Pick the

that will sep. table

newline b
| -

[ Color Preference For When: Info Tabs Contain Data

| | Change Color For: Info Tabs That Contain Data |

Revert to Defaults |

| Revert All to Defaults | |

Copy From User |

s

Display Message Options

Select Configurator in the list located at the top of the screen.

Select the Screen tab.

Select Display Positive Acknowledgment.

Click OK.

OpenFox® Configurator Module
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2.1.4 — Copy Table Rows to Clipboard

The OpenFox® Configurator allows administrators to copy information directly from
search windows into the local computer’s clipboard. The administrator can choose
which characters are used to separate data in rows as well as which characters are
used to separate data in columns.

To enable Copy Table Rows To Clipboard:

e Login to OpenFox® Desktop.

Click Tools Click User
Preferences
{E Terminal XMLRUSS - ORI CPO00002E - Logged in as CPIBKSS - OpenFox™ Desktop *@/@ﬁg
Forms Accessibility User Session Window Help (-1 Modules

3 Appearance

£% Terminal Preferences

< Vin Assist Tool

{ & Reset User State Information
o E e " iR RS (4 Desktop Init Parameters

7, Diagnostic Message

‘“_@ Request Diagnostic Message

[ I - S

The Desktop Tools menu

e Click the Tools menu.
e Click User Preferences.
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E Modify User Preferences

Choose a Modul e
e 2 o S I= #
Desktop Messenger Form Configurator Archive Retrieval Client p
[ [»

General Preferences

Screen Communicati

~Singl Record Screen
Do you want to enable the Global Screen
Functionality which allows you to work on multiple
record's at the same time, or do you always want

to work with only one record at a time?

) Single Record Screen Only

(#] Enable Global Record Screen

Mote: If enabled the "Global Record Screen’ will
automatically be displayed after you "Get’ two or
more records. The 'Single Record Screen’ is
always displayed if you have zerc or one record

displayed on screen.

[~ Sereen Post 'OK" Action

After you click the 'OK’ button and you have
i to the
database, what action do you want to occur? I

(®) Stay In Current Sereen And Clear All Fields

) Go To The Main Config Screen

Store To D

Display
’VIE Display After

{new, modify, copy or delete request) ‘

_CDH Table Rows To CIiEbDard Preferences

Pick the character that will separate table rows:

Pick the that will table

newline -
| -

[ Coler Preference For When: Info Tabs Contain Data

| [ Change Color For: Info Tabs That Contain Data |

Rewvert to Defaults | | Rewert All to Defaults. | |

Copy From User |

] e

Copy Table Rows Options

Select the Screen tab.

Click OK.

Ver. 7.2.0

Select Configurator in the list located at the top of the screen.

Pick the character that will separate table rows.
Pick the character that will separate table columns.
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2.1.5 - Color Preference For When: Info Tabs Contain Data

The OpenFox® Configurator applies filters dynamically in search windows to provide an
easier visual display of the desired data. The administrators can choose which color is
used to highlight data that matches the filter as it is applied.

To select Color Preference:

e Log in to OpenFox® Desktop.

Click Tools Click User
Preferences

455 - OpenFor™ Deskiop 622 ool =) bl

Help [ Modules
3 Appearance

E Terminal XMLRUSS - ORI CPO000028 - Logged in as CPIE

Forms Accessibility User Session Window

L4 Terminal Preferences

& Vin Assist Tool

{ & Reset User State Information
o G " el Reifsy (¥ Desktop Init Parameters

7, Diagnostic Message

Ey Request Diagnostic Message

— L -

The Desktop Tools menu

e Click the Tools menu.
e Click User Preferences.
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? Modify User Preferences

[ Choose a Medule

§ o @

Desktop Messenger Form Configurator
14 I,

N 2 Y

Archive Retrieval Client Interceptor

I

General Preferences

Screen Communication

~ Singl Record Screen
Do you want to enable the Global Screen
Functionality which allows you to work on multiple
record's at the same time, or do you always want
to work with only one record at a time?

) Single Record Screen Only

! Enable Global Record Screen

Note: If enabled the ‘Global Record Screen’ will
automatically be displayed after you "Get two or
more records. The "Single Record Screen’ is
always displayed if you have zero or one record
displayed on screen.

[ Screen Post 0K’ Action

After you click the *0K’ button and you have
to the
database, what action do you want to occur? I

* Stay In Current Screen And Clear All Fields

) Go To The Main Config Screen

"Dlsplay Positive

|¥| Display After Store To D

{new, modify, copy or delete request)

Pick the character that will separate table rows:
Pick the

‘Copy Table Rows To Clipboard F
’V that will table

newline i
| -

Color Preference For When: Info Tabs Contain Data

[ Change Color For: Info Tabs That Contain Data I

Revert to Defaults | | Rewvert All to Defaults. | |

Copy From User

| e .

Change Color Button

e Select Configurator in the list located at the top of the screen.

e Select the Screen tab.

e Click Change Color For: Info Tabs That Contain Data.

Ver. 7.2.0
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r B
E Change Color Fer: Info Tabs That Contain Data - M
H

Swatches Tab

e On the Swatches tab, select from a pre-defined range of colors and click OK, or
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r 3 B
§ Change Color For: Info Tabs That Contain Data @

Swatches m RGBE

1

! Preview

| = | - [l Sample Text Sample Text .

: [Sample Text Samoie Tl

‘ . . . Sample Text Sample Text
e -

T —

HSB Tab

e On the HSB tab, select a basic Hue from the slider, and a Brightness/Saturation
combination from the main color selection window and Click OK, or

e On the HSB tab, select H and enter a number between 0 and 359 for the Hue,
select S and enter a number between 0 and 100 for the Saturation, and select B
and enter a number between 0 and 100 for Brightness and Click OK, or
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(P Change Color Forsleie Tabs That Contain Data R |
| Swatches | HsB [RGB |

Red | « 0 0 0 00
o 85 170 255

GFEEE L R I I (Y A Y I Y (N O R R B |
o a5 170 255

Blue |
170 255

Prewiew

RGB Tab

e On the RGB tab, use the sliders to select the Red, Green, and Blue values, or
enter the Red, Green, and Blue values on the right
e Click OK.
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2.1.6 — Java Debugging

The OpenFox® Configurator allows administrators to select whether the Desktop
environment will report debugging information to the Java Console. Enabling this option
will report communications through the Java Console that assist in debugging issues
that may occur at the terminal.

NOTE: The Java Console must be enabled for this feature to function properly.
To enable Java Debugging:

e Login to OpenFox® Desktop.

Click Tools Click User
Preferences

455 - OpenFox™ Desktop ‘@/[E‘M

Help (-1 Modules
3 Appearance

E Terminal XMLRUSS - ORI CPOD00028 - Logged in as CPIF

Forms Accessibility User Session Window

£% Terminal Preferences

& Vin Assist Tool

{ & Reset User State Information
FormETTE ™ " Eife RS L Desktop Init Parameters

7, Diagnostic Message

':@ Request Diagnostic Message

|8*").1'

. . . L —— S —

The Desktop Tools menu

e Click the Tools menu.
e Click User Preferences.
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-
? Modify User Preferences g
Choose a Module
e = G N F= 2
Deskiop Messenger Form Configurator Archive Retrieval Client Interceptor
1 i L
~Configurator Prefe s
N Bl General Preferences
Screen I ‘Communication I
|_| Turn on icati i tpi ges will be written to Java Console. |

[_] Turn on communication debugging with HEX DUMP. Inputioutput messages will be written to Java Console.

-

Revert to Defaults | | Revert All to Defaults | |

Copy From User | Cancel
Communication Tab: Java debugging

e Select Configurator in the list located at the top of the screen.
e Select the Communication tab.
e Select Turn on communication debugging.
e Click OK.
Ver. 7.2.0
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2.1.6 — Hex Dump Debugging

The OpenFox® Configurator allows administrators to select whether the Desktop
environment will report debugging information to the Java Console with HEX DUMP
information included. Enabling this option will report communications through the Java
Console, and included in the string will be Hexadecimal strings that assist in

troubleshooting issues that may occur at the terminal.

NOTE: The Java Console must be enabled for this feature to function properly.

To enable Hex Dump Debugging:
e Login to OpenFox® Desktop.

Click Tools

Click User
Preferences

E Terminal XMLRUSS - ORI CPOD00028 - Logged in as CPIR

d55 - OpenFox™ Desktop ‘%ﬁg

Forms Accessibility User Session Window Help

[=1 Modules

&3 Appearance

L4 Terminal Preferences

& Vin Assist Tool

o G " el Reifsy (¥ Desktop Init Parameters

7, Diagnostic Message

{ & Reset User State Information

"_g Request Diagnostic Message

— L - - —__

The Desktop Tools menu

e Click the Tools menu.
e Click User Preferences.
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FE Maodify User Preferences u

 Choose a Module

e = ik A 2 Vs
Desktop Messenger Form Configurator frchive Retrieval Client Interceptor

<] I [

.. [@EWGeneral Preferences
‘ Screenl Communication

[~ Turn on communication debugging. Inputioutput messages will be written to Java Console.

|| Turn on communication debugging with HEX DUMP. Inputioutput messages will be written to Java Console. I

-

ReverttoDefaults | | RevertAlltoDefaults | |  CopyFromUser | [ ok | | cance

Communication Tab: HEX DUMP

Select Configurator in the list located at the top of the screen.
Select the Communication tab.

Select Turn on communication debugging with HEX DUMP.
Click OK.
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Chapter 3 — Message Key Configuration

The primary use for the OpenFox® Message Switch is to send and receive law
enforcement transactions. These transactions are defined through the Message Key
configuration screens. Each Message Key has a single record entered into the
database that defines how the switch will treat each incoming message that matches
the Message Key, what it will do with the data it receives, and how it will format the
resultant outgoing messages.

The OpenFox® Configurator Message Key screens are used to supply the information
necessary to define Message Key records. The OpenFox® Configurator Message Key
screens allow the administrator to create new Message Key records, modify existing
Message Key records, copy existing Message Key records, export Message Key
records, import Message Key records, or delete Message Key records, all with
immediate effect and without any other software changes or system reboots.

NOTE: Deleting a Message Key record will not erase the message key information
from the system. The Message Key information will still be available in the database.
The administrator will, however, be unable to create another Message Key with the
same |ID after the Message Key record is deleted, they will have to “undelete” the
Message Key with the desired name or choose another Message Key name.

The OpenFox® Configurator Message Key screens, their text-fields, lists, options and
buttons are as follows:
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3.1 — Add New Message Key

To configure a new Message Key:

e Open the Configurator Module

Click Message Click New Click OK
Keys

Configurator M=
anﬁguﬁe

|
& (LL» Message Keys

% = Station
- U] ¥ New
& O User
: 41 © Modify
[} - code List
B Copy v OK
= 2 \ehicle Code
3 O Export
& O Security Roles -
% O lmport &% Exit
1o Agency
i = Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Message Keys from the left column.
e Select New from the middle column.
e Click OK.
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3.1.1 — Message Key Tab

e Select the Message Key (MKE) tab at the top-left (selected by default).

e Enter a unique Message Key name in the text box following the Message Key
(MKE) label.

e Select Message Key Type from the Type drop-down list.
e Do NOT click Type - Status unless setting up a status Message Key.

e Enter a description for the Message Key in the Description field. This is a free-
text description only used for viewing. It has no bearing on transactional
behavior, but helps in understanding configurations when troubleshooting.

e Enter a number in the Statistics Slot field. This number should match the
appropriate slot number in the Statistical Report template located on the switch.

Enter necessary inbound MKE configurations.

Enter necessary outbound MKE configurations.

Enter necessary inbound MFC configurations.

Enter desired Sets information.

Click OK to accept the changes and close the window, or

Click Cancel to cancel the changes and close the window, or
Click Apply to accept the changes and keep the window open.
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3.1.1.1 — Message Key Tab Inbound Processing Fields

Message Key (MKE) - Enter a unique value for each message key. Alphanumeric
characters, as well as the hyphen character, are allowed.

Type - Select the message key Type from the drop-down list provided. The MKE type
changes basic behavior of how the switch interacts with the incoming transactions that
match this MKE configuration.

Type - Status - Click Type - Status ONLY if a special status message key is being
created.

Last Modified By User - This is a read-only field, it is not interactive in any way. The
system automatically updates this field upon submission of any modification of the
message key record to the OpenFox®.

Description - Enter a description for the Message Key in the Description field. Thisis a
free-text description only used for viewing. It has no bearing on transactional behavior,
but helps in understanding configurations when troubleshooting.

Statistics Slot - Enter the numeric value that matches the appropriate slot number in
the Statistical Report template located on the switch.

Date/Time Last Modified - This is a read-only field, it is not interactive in any way. The
system automatically updates this field upon submission of any modification of the
message key record to the OpenFox®.

MFCs In Order - Indicates if this MKE is used to access a switch-based database.

Special Processing - Indicates to the Transaction Processor (TP) that this MKE
requires special handling.

Drop Vacant Fields - Indicates to the Transaction Processor (TP) to remove vacant
fields from the input stream, as indicated by an MFC that’s present without any data,
before performing any editing.

Monitor MKE - Select Monitor MKE then enter one or more stations in the Monitor
Stations field, to indicate that when an incoming transaction matches this MKE, a copy
should be sent to the station(s) listed.

Criminal History - Indicates that matching transactions should be flagged as a criminal
history record.
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Acknowledgment - Indicates that when a station that has the ACK bit turned on sends
in a matching transaction, the sending station would receive an acknowledgment
message indicating the successful processing of the originating message.

Disclaimer Required - Indicates that the user will receive an acknowledgment upon
successful delivery of this MKE.

Supplemental Entries - Indicates that transactions that match this configuration should
be processed according to the special rules associated with NCIC supplemental
transactions.

Direct Query - Indicates that transactions that match this configuration should access
all database data, even the data that doesn’t use record indexes.

MKE Inhibit - Indicates that transactions that match this configuration should be
rejected without any further processing.

Short Format - Indicates that transactions that match this configuration should be
treated with special processing that is different for each specific build.

NICS MKE - Indicates that matching transactions should be flagged as a NCIC NICS
record. This will also cause the system to generate the special NICS header necessary
for valid NCIC output.

Limited Service - Indicates that when a matching transaction is received into the switch
bound for a non-24-hour terminal that is offline, the originator should be notified of the
destination’s offline status.

NLETS Type - Indicates that the switch should expect destination fields in the
originating message’s header.

Key Required - Indicates that the Transaction Processor (TP) should use other
configurations (stations and MKES) linked to this configuration to attempt to send
multiple outgoing messages based on the input transaction that matches this
configuration.

NCIC Legacy - Indicates that the switch should use the NCIC legacy header when
generating an output transaction to NCIC.

Test MKE - Indicates that the switch should use the NCIC test header when generating
an output transaction to NCIC.
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MKE Persistent - Indicates that the switch should retain these transactions in an output
gueue even if the queue threshold is exceeded.

Response Persistent - Indicates that the responses for transactions that match this
configuration should be retained in the output queue even if the queue threshold is
exceeded.

Input Style Sheet - Enter an existing style sheet name in the Input Style Sheet field, or
click the Get Style Sheet search button, select a style sheet from the list provided, and
click OK. The input style sheet is applied to incoming XML messages that match this
configuration.

Message Code - Enter a value in the Message Code field for build-specific processing.

Database Table - Enter a value in the Database Table field to indicate which database
table matching transactions will be utilizing.

Presentation Style Sheet - Enter an existing style sheet name in the Presentation
Style Sheet field, or click the Get Style Sheet search button, select a style sheet from
the list provided, and click OK. The presentation style sheet is applied to outgoing XML
messages that are bound for end-user presentation that are generated from incoming
XML transactions that match this configuration.

Routing Code - Enter a value in the Routing Code field for build-specific processing.

3.1.1.2 — Message Key Tab Outbound Route Fields

Add - Add new route into routes table. Users will need to click Apply or OK to save
changes into the database.

Accept - Accept changes to outbound route. Users will still need to click Apply or OK to
save changes into the database.

Delete - Remove selected route from routes table. Users will still need to click Apply or
OK to save changes into the database.

Cut - Remove selected route from routes table and add it to the clipboard. Users will
still need to click Apply or OK to save changes into the database.

Copy - Leave selected route unchanged, but add its contents to the clipboard.

Paste - Paste route from clipboard into current message key configuration. Users will
need to click Apply or OK to save changes into the database.
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Route To - Select from the list provided to indicate an outbound message should be
generated to this interface.

Route MKE - Enter the value for the MKE to be sent in the outbound transaction to this
destination.

Priority - Enter the numeric value for the priority of the outbound transaction to this
destination.

Class - Enter the numeric value for the class of the outbound transaction to this
destination.

Route Style Sheet - Enter an existing style sheet name in the Route Style Sheet field,
or click the Get Style Sheet search button, select a style sheet from the list provided,
and click OK. The Route Style Sheet is applied to outgoing XML messages that are
generated from incoming XML transactions that match this configuration and are bound
for non-human interfaces.

File Down - Select whether outgoing messages bound for this destination generated
from input that matches this configuration should be queued normally (Queue), moved
to a temporary queue (Hold), or rejected (Reject) if the matching outbound route is set
to a “down” state in the switch.

File Restricted - Select whether outgoing messages bound for this destination
generated from input that matches this configuration should be queued normally
(Queue), moved to a temporary queue (Hold), or rejected (Reject) if the matching
outbound route is set to a “restricted” state in the switch.

Exceed Threshold - select whether outgoing messages bound for this destination
generated from input that matches this configuration should be queued normally
(Queue), moved to a temporary queue (Hold), or rejected (Reject) if the matching
outbound route’s queue has exceeded its configured queue threshold.
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3.1.2 — Message Field (MFC) Tab
A transaction wouldn’t be a transaction without the data fields that appear after the
message key. The MFC tab is where each field within a message key is defined for
both the input transaction for field validation as well as any resultant outgoing
transactions, whether MFCs will be expected in either the incoming or outgoing
transaction or whether only the field data without MFC labels will be sent, and much

maore.

Ver. 7.2.0

Configurator: New Message Key

FElE]

Configure Action

Key (MKE) I Message Field (MFC) I Set

~MFC Tabl

alalvlel (vle F 8 [+ alo

MFC ‘ Required |

[~ Edit MFC Fields

Message Field Code (MFC) Field Length

Length Type

Available Routes

Minimum Length
Character Type

Constant Value

MFC Routes Tabl

op %Md Format & o a
4 @ Route MFC
Get MFC From MKE @ Get B MFC Route - Edit
T Search 0K 2 cancel L Apply

Message Field (MFC) Tab

Select the Message Field (MFC) tab at the top-left.
Enter any field information necessary for this message key definition.
Click OK to accept the changes and close the window, or

Click Cancel to cancel the changes and close the window, or
Click Apply to accept the changes and keep the window open.
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3.1.2.1 — MFC Table Fields

Add MFC - Add new MFC directly below currently-selected position.
Add Format - Add new format directly below currently-selected position.

Accept - Accept current changes. OK or Apply must be clicked to save data into the
database.

Delete - Delete selected row from MFC table. OK or Apply must be clicked to save data
into the database.

Up - Move currently-selected item up one row in the MFC table.

Down - Move currently-selected item down one row in the MFC table.

Top - Move currently-selected item to the top of the current format.

Bottom - Move currently-selected item to the bottom of the current format.

Cut - Remove currently-selected item from MFC table and place it into the clipboard.
Copy - Leave currently-selected item as-is, but place its contents into the clipboard.

Paste - Paste the current clipboard contents into the MFC table below the current
position.

MFC - Display of the current MFCs and Formats for the message key being configured.
Required - Display of each field’s requirement status.

Get MFC from MKE - Enter a MKE then click Get or hit Enter, or click the Display List
of MKEs button, select message key, then click OK. This will bring all currently-
configured fields from the selected message key into the message key being
configured.

3.1.2.2 — Edit MFC Fields

Message Field Code (MFC) - Enter a value for each message field code. These do
NOT need to be unique. Alphanumeric characters, as well as the hyphen character, are
allowed.

Field Length - Enter the maximum field length value.
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Length Type - Select the field length type. Variable means a minimum length of 1.
Fixed means a minimum length equal to the maximum field length value (entered in
Field Length). Selecting Range will open the Minimum Length window, where a value
from 1 to the maximum field length value is entered.

Minimum Length - This field is disabled until Range is selected in the Length Type
field. Once enabled, enter the minimum length value, from 1 to the field length
maximum entered in Field Length.

Constant Value - Enter a value that will constantly be inserted every time a transaction
is generated with this field from this message key.

Special Chars - Indicates whether special characters, such as spaces or hyphens, will
be allowed in this field.

Identifier - Indicates whether this field is used as a record identifier for NCIC Modify-
type transactions.

Sub-Directory - Indicates whether this field should be indexed in the Archive database.

Watch Dog - Indicates whether input transactions that match this message keys
configuration and contain this field should search the appropriate Watch Dog table for a
matching value.

Modifier - Indicates whether MFCs should be absent when this field is present in the
incoming transaction. A check in this field means that no MFC should be present.

Image - Indicates whether this field will contain encoded image data.

Duplicate Checks - Indicates whether this field is part of a data set for NCIC Modify-
type transactions.

Legacy Parameter - Indicates when the Transaction Processor (TP) should copy all
remaining characters of the input stream into the transaction and do not edit any further.

Convert Code To Descriptor - Indicates in response-type messages that this field
should be displayed as an English-language phrase that is retrieved from a table.

Check Field Present - This field is typically used in response messages. Response
keys are used to specify the format of database responses. |If this field is selected, it
indicates that this field must be present for the description to be displayed.
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3.1.2.3 — Available Routes Fields

Add - Add new outgoing route for this MFC.
Accept - Accept changes made to currently-selected route.
Delete - Remove currently-selected route from outgoing routes table.

Route - Select from available outgoing routes. Only the routes that were added to the
MKE screen will be available in this list.

MFC - Enter the outgoing Message Field Code (MFC) value for this field. It does not
have to be equal to the incoming MFC.

MFC Route - Edit - Select the edit to be applied to this field. The edit performs both
incoming and outgoing actions (field validation, field transformation, etc.). Edits from
001 through 499 are generic across all builds. Any edit from 500 and higher are specific
to each build. Edit 000 means that no edit checking or field transformation will be
applied.

MFC Route - Modifier - Indicates that this field, when sent in the outgoing string,
should not include an MFC, it should have a field separator directly before the data and
directly after the data.
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3.1.3 - Set Tab

Many transactions have fields that must be sent as a group, or have other requirements
mandating special handling, such as “you must send at least one numeric identifier” on
a standard NCIC Wanted Person Entry. Sets allow these special combinations to be
configurable within the switch, allowing these interactions to be enforced for all users
sending the matching transactions through the switch.

—
Configurator: New Message Key Ei
Configure Action
Key (MKE) Field (MFC) I=
Type I Set | Min#Fields [ Max#Fields |
2 Agd v Q
Type r~Set Fields Tabl
Minimum #Fields | -
Maximum # Fields
> v =]
Name
Rule
< Search o OK 3 cancel [} Apply

Select the Set tab at the top-left.
Enter any field information necessary for this message key definition.
Click OK to accept the changes and close the window, or

Click Cancel to cancel the changes and close the window, or
Click Apply to accept the changes and keep the window open.
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3.1.3.1 — Set Fields

Add (Set) - Add new Set.

Accept (Set) - Accept current changes. OK or Apply must be clicked to save data into
the database.

Delete (Set) - Delete selected Set. OK or Apply must be clicked to save data into the
database.

Type - Select the type of set, Conditional or Mandatory. Conditional is a condition that
must optionally be met before the switch will enforce the rules (e.g. if the License Plate
data must be entered as a set, but is an optional set). Mandatory is a condition that
must be met no matter what other field data is entered in the transaction (e.g. a
minimum of 2 and maximum of 2 NCIC identifiers for a modify transaction).

Minimum - Enter the minimum number of required fields for this set.

Maximum - Enter the maximum number of required fields for this set.

Add (MFC) - Add field to set.

Accept (MFC) - Accept field changes for this set.

Delete (MFC) - Delete MFC from this set.

Name - Select existing MFC. This MFC must exist on the Message Field (MFC) tab.

Rule - Select whether this field should be set to Required or Optional for this set.
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3.2 — Modify Message Keys

To modify an existing Message Key:

e Open the Configurator Module

Click Message Click
Keys Modify

Configurator

Click OK

Ei=) 9

anﬁguﬁe
|
% v Message Keys
% = Station
- U] 7 New
& O User
_ 21 > Modify
W > code List
B Copy
< ' Vehicle Code
3 O Export
& O Security Roles
% O lmport
1o Agency
il © Delete
&' © watch Dog _
— ) Backups
59 © Computer
4f O License

Configurator

e Select Message Keys from the left column.
e Select Modify from the middle column.
e Click OK.
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Enter
Message Key
(MKE) ID

[ =
Configurator: Modify Message Key

BE |

Configure Action

Click to get
entered MKE
ID

Click to select
MKE from list

mﬂ" | ) Get

Message Key (MKE) | Message Field {H.FM

Message Key (MK Type Last Modified By User

scription Date/Time Last Modified

Statistics Slot

Monitor

S

Input Style Sheet G Message Code

Database Table

Click to
commit
changes

Click to cancel
changes and
close

Click to
commit
changes and

Click to
display MKE
Search

Style Sheet G Routing Code

~Routes Tabl

w v Q D@

File Down

Route MKE File Restricted

Priority
Route Style Sheet

Exceed Threshold

&

Search | )QK ncel

Dy

a

-
-
-

Modify Message Key

® Enter the Message Key (MKE) ID then click Get to retrieve the message key

Ver. 7.2.0

record. You may click the Binocular button to display the Get Message Key
Dialog Window. This window will list all message key records contained in the
system for you to choose from. To use the full search feature, click the Search
button to the left of the OK button.

Modify the fields in the message key record as desired.

Click OK or Apply to commit your changes to the database. Click Cancel to
clear the screen and return to the main Configurator GUI screen.
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3.3 — Copy Existing Message Keys

To copy an existing Message Key:

e Open the Configurator Module

Click Message Click Copy Click OK
Keys

Configurator M=
anﬁguﬁe

|
& (LL» Message Keys

% = Station
- U] 7 New
& O User
: 4] < Modify
[} - code List
A Copy v OK
= 2 \ehicle Code
3 O Export
& O Security Roles -
% O lmport &% Exit
1o Agency
i = Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Message Keys from the left column.
e Select Copy from the middle column.
e Click OK.
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Enter
Message Key
(MKE) ID

ol
=]

—
Configurator: Copy Message Key =]

Configure Action

" Copy From: Wessage Key THRETT > | W | Ly |

Click to get
entered MKE
ID

Click to select
MKE from list

Click to
commit
changes

Click to cancel
changes and
close

Click to
commit
changes and

Click to
display MKE
Search

Key (MKE) | Message Field {WM
—

Type — Set Fields Tabl

Mifimym # Fields -

Maximum # Fields

rch | Aok | “hcancel | Thoply

Copy Message Key

® Enter the Message Key (MKE) ID then click Get to retrieve the message key
record. You may click the Binocular button to display the Get Message Key
Dialog Window. This window will list all message key records contained in the
system for you to choose from. To use the full search feature, click the Search
button to the left of the OK button.

e Enter a unique (i.e. “copy-to”) Message Key (MKE) ID.

e Modify the fields in the message key record as desired.
e Click OK or Apply to commit your changes to the database. Click Cancel to

clear
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the screen and return to the main Configurator GUI screen.
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3.4 — Export Message Keys

To export a Message Key:

e Open the Configurator Module

Click Message Click Click OK
Keys Export
Configurator M=
anﬁguﬁe
|
S ” Message Keys
% = Station
- U] 7 New
& O User
: 41 ) Modify
[} > code List
9 Copy v OK
= - Vehicle Code
3 Y Export
& O Security Roles -
% O lmport &8 Exit
1o Agency
Il © Delete
&' © watch Dog |
— ) Backups
59 © Computer
4f O License

Configurator

e Select Message Keys from the left column.
e Select Export from the middle column.
e Click OK.
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Configurator: Export Message Key [;]

Configure Action

Message Key (MKE) | - | | @Eetﬂl\l\%:‘_( |

Click to select
MKE from list

Message Key Names TMHnt:D

Click to get
entered MKE ID

MKE & | Description | Type | User Modified | LastMadified

FY

Enter Message
Key (MKE) ID

List of MKE IDs to
be exported.

Click to remove
selected MKE IDs

Click to remove all
MKE IDs

Click Search to
search MKE IDs

Click OK to accept

Export Message Key

® Select the message key records to export.
e Click OK.
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F ¥ B
E Configurator: Export Message Key Records To Directory ﬁ

Look In: |Ij[)e5k’top 'l & @@@E

1 Files
1 Folders
7 Links |

Folder name: |C:'I.U5er51Ru551D es ktupl |

Files of Type: | All Files v |

OK Cancel

Export Message Key Records To Directory

® Select the directory on your local P.C. to export the message key records to.
e Click OK to export the selected records to the local P.C. as XML files.
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3.5 =Import Message Keys

To import a Message Key:

e Open the Configurator Module

Click Message Click Click OK
Keys Import

Configurator B =
anﬁguﬁe

|
N v Message Keys

&, O Station
- U] & New
& O User
: 4] &t Modify
W} > code List 5
I Copy ;; 6
<& 2 Vehicle Code 21
S ) Export
@ O Security Roles _
gz‘p ¥ Import x Exit
Bl Agency
Ml © Delete
&P © Watch Dog .
€ Backups

s © Computer

4P © License

Configurator

e Select Message Keys from the left column.
e Select Import from the middle column.
e Click OK.
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Click to select a
directory

9 Configurator: Pick Resources To Import

==

-

List of files to
import

| @ @/ (8 e

[ Files

———GFolders\
Il | Links

Displays
selected files

N
™

Click Cancel to §
cancel and ||
close | FileName: |

Files of Type: | MKE Record Xhi-file v |
Click OK to
import selected > OK ~—eancel

files/records

Pick Resources To Import

e Select the Message Key file(s) to import. You can use the Shift and/or Ctrl keys
on your keyboard to select multiple files at once.
e Click OK to complete the import, or Cancel to cancel the import and go back to
the main Configurator screen.
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3.6 — Delete Message Keys

To delete a Message Key:

e Open the Configurator Module

Click Message Click Click OK
Keys Delete

Configurator M=
anﬁguﬁe

|
& (LL» Message Keys

% = Station
- U] ¢ New
& O User
: 1 ¢ Modify
[} > code List
B¢ Copy v OK
= - Vehicle Code
S o) Export

& O Security Roles

% O Import &% Exit
1o Agency
[l ¥ Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Message Keys from the left column.
e Select Delete from the middle column.
e Click OK.
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Configurator: Delete Message Key == I Click to select

Configure Action from list
Message Key (MKE) | | | @ Get #@
Click to get
Message Key Nam - Count: 0 entered MKE
MKE A | Description | Type | User Modified T~Last Modified |

Enter Message
Key (MKE) ID

List of MKE ID’s
to be deleted.

Click to remove
selection

Click to remove
all

Click to search

| ﬁemoue/seéleg / Click OK to

accept and close
| ORpeem | P

% Searc |  OK "f/| % cancel Click Cancel to

cancel and close

Delete Message Key

e Select the Message Key record(s) to delete. You can use the Shift and/or Ctrl
keys on your keyboard to select multiple files at once.

e Click OK to delete selected records, or Cancel to cancel the delete and go back
to the main Configurator screen.
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3.7 — Global Modify Message Key

The OpenFox® Configurator is designed so that the message key modify screen will
automatically switch to a global message key modify screen if the administrator selects
two or more message key records. To access the global message key modify screen,
the OpenFox® Station Configurator administrator must have their ‘Enable Global
Record Screen’ OpenFox® Configurator User Preference enabled.

e Open the Configurator Module

Click Message Click Click OK
Keys Modify

Configurator |=
anﬂguﬁe

|
S ” Message Keys

i, = Station
. 1T New
& O User
A7 Modify
Il = Code List 5
~ Copy p 0
< = \ehicle Code OK
3 O Export

& O Security Roles

% O lmport &% Exit

10 Agency

M © Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator
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e Select Message Keys from the left column.
e Select Modify from the middle column.
e Click OK.

e From within the message key modify screen, select two or more message key
records. For example, click the Binocular button located on the top of screen,
just to the right of the Get button. This will display the Get Message Key
window. By holding down the Shift key and/or Ctrl key and clicking on more than
one Message Key IDs with the mouse, the user can select more than one
message key record. After selecting two or more message key records, click OK
to retrieve the message key records and load the message key records into the
message key modify screen.

m—
Configurator: Modify Message Key Q
Configure Action
Message Key Names — Count:4 Message Key (MKE) | ] 3 Get S ..
MKE A | Descripion | Type |
ML Maodify - M - Message Key {MKE)
s Modify - M
;‘V r:\nmgf r:| Type [Modty-M_ ¥|  Last Modified By User | v
W Wodify- 1 Description | [~ statistics siot 222 |w|  DaterMime Last Modified |2015-02-0909:13:19 w
[_] MFCs In Order [E] Special Processing [_] Drop Vacant Fields [_] Monitor MKE
[ Criminal History v Acl [ D Required Monitor Stations—————————————————
[_] Supplemental Entries [_] Direct Query [~] MKE Inhibit Q) &
[—] snort Format [Z] NICS MKE [ Limited Service =
[_] NLETS Type ["] Key Required [T] NCIC Legacy ‘
] Test MKE [v| MKE Persi 0 Persistent =
Input Style Sheet E B o Message Code F Database Table |HFSNTX E
ion Style Sheet | =] B Routing Code || v|
r~Routes Tabl
PV Q Do
Status | Route To A | MKE | Priority [ Class
vl 02 = NCIC PROPERTY AND WANTED FILE 729 ” 3 =
Ivi 07 = HOTFILES 272 1 3
&b Add 3 @ >
Route To File Down
Route MKE & File Restricted
- Priority Class Exceed Threshold
Route Style Sheet
[E Remove Selected bl &
@ Remove All < Search ‘ Yok | ‘ 3 cancel | [} Apply

Global Modify Message Key

When in the global message key modify screen, any changes you make to any field on
the screen will be applied to all message key records you have selected. The list of
these message key records is displayed in the Message Key Names list on the left-
hand-side of the screen. The global message key modify screen works just like the
single-record message key modify screen with the following primary differences:
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® A Message Key Names list appears on the left-hand-side of the screen. This list
contains the names of all Message Key IDs that will be modified when you click
the OK or Apply button.

® Lists contain all values that exist in any of the listed records.

® Check boxes can be selected with a white background, selected with a grey
bacckground, or unselected.

Text Fields - In the global configuration screen, text boxes can contain a text value,
which indicates that all IDs in the list have this same value entered for this field. Text
boxes can contain no text, which indicates that all IDs in the list have no value entered
for this field. Text boxes can also contain the value of three consecutive question marks
(“??7?”), which indicates that at least two IDs in the list have values entered for this field,
but these values are different from each other.

Text fields in the global configurator screen will now display as a drop-down list instead
of a plain text field. Clicking the drop-down list will display all values for this field across
all IDs in the list. For exampe, if you select two records, and the first ID has an agency
of ISS_1, but the second ID has an agency of ISS_2, the Input Style Sheet combo box
on the global configurator screen will display “???’. The drop down Input Style Sheet
combo box list would then contain both ISS 1 and ISS_2 as valid selectable values.

Entering text directly into the field is still an option, as the drop-down list does not make
the field non-editable.

In the global configuration screen, whether a value is selected from the drop-down list,
or a value is entered directly into a text box, that new value will be applied to this field
for all records in the IDs List if you click the OK or Apply button. If there are multiple
values in the field data list, and no changes are made to this field (if the text shown is
still “???”), no changes will be made to this field for any IDs.
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Check Boxes — In the global configuration screen, check boxes can display as selected
(checked) with a white background, which indicates all IDs in the list have this value
selected. Check boxes can be unselected (unchecked), which indicates all IDs in the
list have this value unselected. Check boxes can also be selected with a grey
background, indicating that some IDs in the list have this value selected, while other IDs
in the list have this value unselected.

In the global configuration screen, whether a check box is selected or unselected, that
new value will be applied to this field for all records in the IDs List if you click the OK or
Apply button. If some records have this field selected, while others have this field
unselected (if the check box is selected but has a grey background) and no changes are
made to this field, no changes will be made to this field for any IDs.

Lists — In the global configuration screen, lists will show a combined list of all values
applied to any ID. For example, if the first ID in the list has route 01, while the second
ID in the list has route 01 and 02, both route 01 and 02 will be shown in the list.
Removing only route 01 from the list will leave the first ID with no route, while the
second ID will retain only route 02. Removing only route 02 from the list would leave
both IDs with route 01, and neither ID would have route 02. These changes will not be
applied until you click the OK or Apply button.
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3.8 — Global Modify Message Fields

There are thousands of fields across hundreds of transactions within the message
switch. Maintaining them each separately would be painstaking at best, and could
require individuals whose sole purpose would be to maintain these items if they were to
have to modify them one at a time. OpenFox® Configurator is designed to allow an
administrator the ability to modify a single field’s configuration and apply it to multiple
message keys at the same time. To access the global message field modify screen, the
OpenFox® Station Configurator administrator must have their ‘Enable Global Record
Screen’ OpenFox® Configurator User Preference enabled.

e Open the Configurator Module

Click Message Click Message Click OK
Keys Fields
. Confjgurator [Q
Confgur# /
|
@Message Keys
%  Station
ad Message Fields
4 O User
D = New
Il © Code List
2 © Modify < OK
<# ' Vehicle Code —
3 A © Copy
— Security Roles
v g-}, ~ Export o€ Exit
.T1© Agency
<% O lmport
&’ © Watch Dog
. [ © Delete
% © Computer
LF C License

Configurator
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e Select Message Keys from the left column.
e Select Message Fields from the middle column.
e Click OK.

® From within the message field modify screen, on the right side in the MFC field,
enter the name of the Message Field Code to be modified and hit Enter or click
Get Message Field. A search can also be performed if the MFC is not known.
The system will then load all MKEs that have this field configured. Remove any
MKEs that should not have their matching fields modified, leaving only a list of
MKEs on the left that have the matching MFC and should have the changes
applied.

® Alternatively, from within the message field modify screen, select two or more
message key records. For example, click the Binocular button located on the top
of screen, just to the right of the Get button. This will display the Get Message
Key window. By holding down the Shift key and/or Ctrl key and clicking on more
than one Message Key IDs with the mouse, the user can select more than one
message key record. After selecting two or more message key records, click OK
to retrieve the message key records and load the message key records into the
message field modify screen.

Configurator: Modify MFCs
Configure Action

MKE & Get (. B, Search MEC [MAM] v | 3 Get & . #, Search

Message Key Names - Count:492 [ELRERET
MKE A X Description Type User Modi Last Modified Field Length |?7? | Length Type ?7? w | Minimum Length (777 -

SALFC E 2015-02-09 09 |~ =5 P

SACHR a 2015-02-09 09 @] Special Chars Character Type ? ¥ Constant Value 772 -
SANMS E 2015-02-09 09 O Required (3 Identifier @ Sub-Directory @ watch Dog

SANPR E 2015-02-09 09, @] Modifier Image @] Duplicate Checks Legacy Parameter
SAPIR E 2015-02:09 09 Convert Code To Descriptor 5l Check Field Present

SARNP A 2015-02-09 09

SARPR A 2015-02-09 09 Available Routes

AAFC E 2015-02-09 09 ~MFC Routes T

ACHR a 2015-02-09 09 Status Route A WFC Edit Modifier
ADR1 E 2015-02-09 09 (F] 01=NLETSFILE NAM 777 -
\ADR2 ] 2015-02-09 09 @ 02 = NCIC PROPERTY AND WANTED 227 297? )
\ADR3 E 2015-02-09 09 FILE

IANMS E 2015-02-09 09 (£ 03 = NCIC CRIMINAL HISTORY FILE MNAM 777

\ANPR E 2015-02-09 09 (F] 04 = NCIC NICS Transation File MNAM 001 = NAM editor

APIR E 2015-02-09 09 @ 05=BMY iransactions NAM 77?7 (]
IARNP E 2015-02-09 09 (F] 07 =HOTFILES 777 777 (]
ARPR E 2015-02-09 09 @ 08 = Criminal History Database NAM [77?

ATQ Q 2015-02-09 09 (] 09 = Alabama MVR FILE MNAM 001 = NAM editor

BCQ Q 2015-02-09 09 (] 10 = FOX Database Support 777 777 (]

BQ Q 2015-02-09 09 (€] 13 = INTERPOL test MNAM 000 = No Edit A
CcBa Q 2015-02-09 09 -

CcC [} 2015-02-09 09 f\} Agd X @

cla Q 2015-02-09 09 Route MFC

CcM c 2015-02-09 09 WFC Route - Edit

~no ~ 2045 07 oo T

{#l Remove Selected @ clear oK ficancal Loty

When in the global message field modify screen, any changes you make to any field on
the screen will be applied to the matching MFC for all message key records you have
selected. The list of these message key records is displayed in the Message Key
Names list on the left-hand-side of the screen. The global message field modify screen
works just like the global message key modify screen with the following primary
differences:

e Changes are applied only to the MFC listed in the MFC field on the top of the
Global Message Field Modify screen.
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Text Fields - In the global configuration screen, text boxes can contain a text value,
which indicates that all IDs in the list have this same value entered for this field. Text
boxes can contain no text, which indicates that all IDs in the list have no value entered
for this field. Text boxes can also contain the value of three consecutive question marks
(“???”), which indicates that at least two IDs in the list have values entered for this field,
but these values are different from each other.

Text fields in the global configurator screen will now display as a drop-down list instead
of a plain text field. Clicking the drop-down list will display all values for this field across
all IDs in the list. For exampe, if you select two records, and the first ID has an agency
of Length 1, but the second ID has an agency of Length 2, the Field Length combo box
on the global configurator screen will display “???’. The drop down Field Length combo
box list would then contain both Length 1 and Length 2 as valid selectable values.

Entering text directly into the field is still an option, as the drop-down list does not make
the field non-editable.

In the global configuration screen, whether a value is selected from the drop-down list,
or a value is entered directly into a text box, that new value will be applied to this field
for all records in the IDs List if you click the OK or Apply button. If there are multiple
values in the field data list, and no changes are made to this field (if the text shown is
still “???”), no changes will be made to this field for any IDs.
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3.9 — Search Message Key

All message key screens have a Search button located on the bottom-left. The full-
featured message key search window is provided as an aid to help locate message key
records. An example of this window is shown below. Any records found from the
search will be used to populate the message key screen.

Choose search Choose match Choose match Choose or enter
optionsllogic fields operator(s) match value
\\.| Cnm‘nuratnr Mmessagt}l@ySearch E

rSearch Logic:
\j‘ Match ALL of the following (2 Match ANY of the following
Return oppositg of match ALL ) Return opposite of match Al

Route To ignol hd
Route MKE [ignore ~] &
Priority ignore -
(Class ignore -
& MKE Route 4 ~ ] lis > | |style sheet ,\gnureiv @
i i IMKE Route -
essage Key [ File Down [ignere =]
NMesgage Key Number File Restricted ’\gnureiv
Deschigtion
Type ExceedThreshold ignore hd
Last Modified By User
Statistics Slof
Date/Time Last Medified hd
| Qwoe | ‘ b\Feger*L o= Rupgparch | ‘ x*se
\
Click More to Click Fewer to Click Run Click Close
add lines remove lines Search

MKE Search
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Search Options - If a previous search was performed, choose whether to clear the
previous search results prior to performing the new search.

Search Logic - The logic to be used to perform the search.
Match ALL of the following - Records will only be returned in the search results
if they match ALL of the search field/operator/value combinations.
Match ANY of the following - Records will be returned in the search results if
they match AT LEAST ONE of the search field/operator/value combinations.
Return opposite of match ALL - Returns all records not matched in the
corresponding “ALL” search.
Return opposite of match ANY - Returns all records not matched in the
corresponding “ANY” search.

Match Field - Choose the field from the message key to search against. Examples of
valid values are MKE Route, Message Key, Description, and Type.

Match Operator - Choose the type of comparison operation to be performed against
the match field. Only certain operators are valid for each Match Field. Examples of
valid Match Operators are is, is not, contains, does not contain, less than, and
greater than.

Match Value - Enter or select the value to be searched upon.
More - Click More to add another row of comparison field/operator/value selections.

Fewer - Click Fewer to remove the bottom row of comparison field/operator/value
selections, or the Delete button next to a search item to remove that specific search
item from the list.

Run Search - Click Run Search to obtain a list of Message Key IDs based on the
current comparison field/operator/value selections listed in the search window.

Close - Click Close to cancel the current search and close the search window.
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3.9 — Message Key Menu Access

To use the Message Key Action menu:

e Open the Configurator Module.
e Open any Message Key screen containing an Action menu item.

Click Hover over MKE Fields Select
Action Screen Area from list
\
r Configurator: Hew Message Key
Configure
Message ?ﬁ} Tab: Type - Status
B, Message (MKE) Tab: Display 'Get Monitor Stations' dialog window

Message Key (MKE) . . . . ed By User
o | G M ge Key (MKE) Tab: Display 'Get Input Style Sheet' dialog window ]
LEELIET . Message Key (MKE) Tab: Display ‘Get Presentation Style Sheet dialog window 25t Modified
[~ MFCs In Order ] Sped ‘1} Message Key (MKE) Tab: Routes Table - Add KE
|| Criminal History ] Ack LY 4 Message Key (MKE) Tab: Routes Table - Accept ions
[_| Supplemental Entries [~ Dire| @ Message Key (MKE) Tab: Routes Table - Delete e
[ Short Format 1 MICq & Message Key (MKE) Tab: Routes Table - "Add Route To MFCs'
[ NLETS Type I Key , Message Key (MKE) Tab: Display ‘Get MKE Route - MKE® dialog window
[ Test MKE "1 MKH %) Message Key (MKE) Tab: Display 'Get MKE Route - Style Sheet’ dialog window
lessage Field {(MFC) Tab: MFC Table - Add
Input Style Sheet \ ) ) Table
& Message Field (MFC) Tab: MFC Table - Add Format
Presentation Style Sheet || m Field (MFC) Tab: MFC Table - Accept
~Routes Table @m Field (MFC) Tab: MFC Table - Delete
’_d} zlal L& = &) Message Field (MFC) Tab: MFC Table - Get MFC From MKE
] ge Field (MFC) Tab: MFC Table - Get MKE List
Y
Route To A &b Message Field (MFC) Tab: MFC Routes Table - Add feiass

L 4 Message Field {MFC) Tab: MFC Routes Table - Accept
Q Message Field {MFC) Tab: MFC Routes Table - Delete
o Set Tab: Set Table - Add

" Set Tab: Set Table - Accept

@ Set Tab: Set Table - Delete

oy Set Tab: Fields Table - Add

" Set Tab: Fields Table - Accept

@ Set Tab: Fields Table - Delete

uh Add % Search
W oK
Route To x Cancel
Route MKE ) Apply

I =

MKE Menu Access

e Click the Action menu.
e Hover over Message Key Fields Screen Area.
e Select from list provided.
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Chapter 4 — Station Configuration

A device that connects to the OpenFox® Message Switch to send and/or receive
message traffic is referred to as a “station”. Each station has a single record entered
into the database that defines how it connects to the OpenFox® Message Switch, what
it is allowed to do, when it is allowed to log on, how it will interact with the OpenFox®
Message Switch, and other information that administrators use to help them maintain
their stations.

The OpenFox® Configurator Station screens are used to supply the information
necessary to define Station records. The OpenFox® Configurator Station screens allow
the administrator to create new Station records, modify existing Station records, copy
existing Station records, export Station records, import Station records, or delete Station
records, all with immediate effect and without any other software changes or system
reboots.

NOTE: While changes to the station record are immediate, any changes to the station
will not affect their current session if the station is logged in when the changes are
applied to their station record. The user will have to close any open session with this
station and open a new session with this station for these changes to take effect. An
administrator can force a station’s session to reset by setting the station down and
resetting the station. For more information on OpenFox® commands, see the
OpenFox® Systems Guide.

NOTE: Deleting a Station record will not erase the station information from the system.
The Station information will still be available in the database. The user will, however, be
unable to log in to a session from this Station ID after the Station record is deleted.

The OpenFox® Configurator Station screens, their text-fields, lists, options and buttons
are as follows:

This chapter includes information on performing message switch administration over
devices running OpenFox® Desktop. This chapter is intended for use by the governing
agency administrative and support staff. Many of the functions described in this chapter
are not available to end users or to information technology support personnel. If you
have any guestions or believe that you should have access to these functions, please
contact your governing agency.
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4.1 — Add New Station

To configure a new Station:

e Open the Configurator Module

Click Station Click New Click OK
Configurator [Q L
gunﬁgufe

|
%-Cf Message Keys

?, 4) Station

E New

& O User
: 4 © Modify
[} > Code List
B Copy v OK
= - Vehicle Code
3 O Export

& O Security Roles

% O lmport &8 Exit

12 Agency

i © Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select Station from the left column.
e Select New from the middle column.
e Click OK.
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Click Enter Unique Enabled Disabled Automatically- Enter
Tabs Station Name Label Fields generated information Descriptors
1 \ 1
I ‘% Cunﬁg\ramr: Hew St\atiun :
g:\nﬁgure \fgtiun \

pndara o | |

Station Name | v / |/

Date/Time Created

Station Class | MSNGR - Messenger Defice Date/Time Last Modifie\ | v
ORI
| | Password
Agency | | Latitude | y |
Security Rales
b ‘ / Longitude |
Queue Threshold E l
Alternate Stations .[ LF e | v ,”
Plain Language Description | +|
Implied Stations ~OpeniClose Times
Open HHMM Close HHMM
el 10 SUN [] open I:I [ Close I:I
llawed ORI MON [ | Open I:l [ Close I:l
f TUE [ Open I:l [ Close I:l
Station Memb
A TR ETEET W Clopen [ | Dlcwse [ ]
_Station Flads THU [] Open I:l [ Close I:l
[ ] Acknowledge Message [ | Sign On FRI [] Open I:l [ Close :l
Bar Difect Address Mobile Data Terminal
u = SAT Clopen ||
[_] Legagy NCIC [_1 Image Capable
[] Broasficast Destination \ HOL [ Open I:l
| N\ \

\

There Are No Custom Station Nelds For The Current Station Class
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4.1.1 - Standard Tab

Select the Standard tab at the top-left (selected by default).
Enter a unique Station name in the text box following the Station Name label.

Select Station Class from the Station Class drop-down list. As the selected
station class changes, fields in the station configuration will become enabled
and/or disabled, custom fields at the bottom of the station configuration will
appear or disappear, and the entire contents of the Info tab will change as
defined by the station class configuration.

Enter the ORI in the ORI field (or click the button to search available ORIs). The
ORI must already exist within the system.

Enter the Agency in the Agency field (or click the button to search available
Agencies). The Agency must already exist within the system.

Add Security Roles, Alternate Stations, Implied Stations, Deliver To Stations,
Allowed ORI Stations, and/or Station Member(s) as necessary. Grey labels for
any of these fields means that this station class is not allowed to select anything
for this value (it is disabled for this station class). Black labels for any of these
fields means that this station class is allowed to select items for this value (it is
enabled for this station class). To select a possible value, right-click the enabled
box, then left-click the appropriate choice from the pop-up menu, and select the
appropriate value from the subsequent window provided.

Select Station Flags as necessary. Grey labels for any of these fields means that
this station class is not allowed to select anything for this value (it is disabled for
this station class). Black labels for any of these fields means that this station
class is allowed to select items for this value (it is enabled for this station class).
To select a possible value, left-click the enabled check box that is empty. To de-
select a possible value, left-click the enabled check box that shows a check
mark.

Enter any descriptors necessary for this station class. Date/Time Created and
Date/Time Last Modified are automatically generated by the system and are not
interactive fields. Password, Latitude, Longitude, Queue Threshold, IP Address,
and Plain Language Description are all interactive fields and are intended to be
entered by the administrator as necessary for each station.
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e Select the Open/Close Time as necessary for each station. Grey labels for these
fields means that this station class is not allowed to select anything for this value
(it is disabled for this station class). Black labels for these fields means that this
station class is allowed to select items for this value (it is enabled for this station
class). To enter a value, left-click the enabled check box that is empty, then
enter the 24-hour-format time in the enabled text box. To remove a value, left-
click the enabled check box that shows a check mark (it is not necessary to
empty the time value from the field prior to de-selecting the check box).

e Enter any necessary custom fields, if provided, for this station.

e Click OK to accept the changes and close the window, Cancel to cancel the
changes and close the window, or Apply to accept the changes and keep the
window open.

4.1.1.1 - Standard Tab Fields
Station Name - Enter a unique value for each station. Alphanumeric characters, as
well as the underscore character, are allowed.

Station Class - Select the Station Class from the drop-down list provided. The Station
Class determines which fields are enabled in the station configuration screen’s station
tab.

ORI - Enter the ORI that the station will use as its default. This field is optional, but if
the user does not send the ORI field as part of the message to the OpenFox® and this
field is blank, the user will receive an error. This field only defines the default ORI for
when transactions arrive at the OpenFox® from this station with no ORI in the message
header.

Agency - Enter the Agency to which this station belongs. For any station that uses
OpenFox® Desktop to connect to the OpenFox®, this is a required field. The
OpenFox® Desktop license key that this station uses to connect to the OpenFox®
Message Switch must be assigned to the same Agency that this station is assigned.

Security Roles - Right-click to add or remove security roles from this field. If no
security role is selected, then there is no limitation at the station level as to what a user
can do within the OpenFox® system.

Alternate Stations - Right-click to add or remove stations from this field. If the station
currently being configured is not connected to the OpenFox® when messages are
gueued to it, and the stations defined in the Deliver To are also not connected to the
OpenFox®, the Alternate Stations will receive the traffic (if defined) instead.
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Implied Stations - Right-click to add or remove stations from this field. If traffic is
received from the station currently being configured, it will route all traffic directly to the
Implied Stations (if defined).

Deliver To - Right-click to add or remove stations from this field. For all messages
being sent to the station currently being configured, the OpenFox® will route all traffic to
the Deliver To station(s).

Allowed ORI - Right-click to add or remove stations from this field. Values listed here
define the ORIs for which this station is authorized to send traffic. NOTE: This field has
no bearing on what value is defaulted if a message comes in with no ORI. For default
ORI values for this station, see the ORI field above the Agency field on the station form.

Station Member - Right-click this field to add or remove list member stations. Values
listed here define the list distribution members which belong to this station.

4.1.1.2 — Station Flags

Acknowledge Message - Select to indicate that you want this station to receive
Message Acknowledgements (when sending MKEs that are configured to respond with
ACK). Leaving this field blank indicates that, regardless of MKE configuration, this
station should never receive an ACK.

Bar Direct Address - Select to indicate that this station is not allowed to receive
directly-addressed messages (such as an Administrative Message, or AM). Leaving
this field blank indicates that this station is allowed to receive directly-addressed
messages.

Legacy NCIC - Select to indicate that this station does NOT send messages in NCIC-
2000 format. Leaving this field blank indicates that this station sends messages in
NCIC-2000 format.

Broadcast Destination - Select to indicate that this station is allowed to receive
broadcast messages. Leaving this field blank indicates that this station is NOT allowed
to receive broadcast messages.

Sign On - Select to indicate that, as a user signs on from this station, they MUST send
a logon transaction as their first message. Leaving this field blank indicates that this
station does not require a logon transaction prior to sending other traffic.

Mobile Data Terminal - Select to indicate that this station is a Mobile Data Terminal
and will require special processing. Leaving this field blank indicates that this station
does not require any special mobile data terminal processing.

Image Capable - Select to indicate that this device is authorized to receive images.
Leaving this field blank indicates that this station is not authorized to receive images,
and that any messages containing an image that are requested will still be sent to this
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station, but the image will be removed, and a message indicating the image-removal
action will be inserted in its place.

4.1.1.3 — Station Descriptors

Date/Time Created - This is a read-only field, it is not interactive in any way. The
system automatically updates this field upon submission of the original station record to
the OpenFox®.

Date/Time Last Modified - This is a read-only field, it is not interactive in any way. The
system automatically updates this field upon submission of any modification of the
station record to the OpenFox®.

Password - This field indicates the password required to log in from this station. This
field is masked (asterisks will be shown instead of plain text). Entry of data into this field
is optional.

Latitude - This field should contain the latitude of where the station is located. The
valid range is -90.000000 to 90.000000, entered in decimal degrees with up to six
numbers after the decimal. Entry of data into this field is optional.

Longitude - This field should contain the longitude of where the station is located. The
valid range is -180.000000 to 180.000000, entered in decimal degrees with up to six
numbers after the decimal. Entry of data into this field is optional.

Queue Threshold - This field indicates how many messages are permitted to queue to
this device before the auto-purge process begins. Auto-purge will only remove non-
persistent messages from the queue. For example, if a station’s queue threshold is set
to ten, and ten persistent messages sit in its queue, then an eleventh message queues
for delivery, if the eleventh message is also persistent, the station will maintain eleven
messages in its queue, even though its queue threshold is set to ten. If set to zero (0),
the queue threshold is unlimited for this station. Entry of data into this field is optional,
but a blank field is assumed to be a value of zero.

IP Address - This field indicates the IP address of the station. The format for this data
IS #H HHH ### A, where each ### is a standard IP octet that ranges from 0 to 255.
Entry of data into this field is optional. If entered, the station being configured MUST
connect from the IP address entered in this field.

Plain Language Description - This field contains plain text describing the station.
Entry of data into this field is optional.
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4.1.1.4 - Open/Close Times
Days of the Week - Each row indicates a separate day of the week, except the last
row.

SUN — Sunday

MON — Monday

TUE — Tuesday

WED — Wednesday

THU — Thursday

FRI — Friday
SAT - Saturday
HOL — Holidays

Open Time - Select Open Time for each day that a specific open time is desired.
Open Time is the time, on the specified day of the week that a user is allowed to log on.
The user cannot log in before this time on this day. After selecting the appropriate
check box, enter the time, in HHMM format, that you want to be the earliest that a user
can log on for the specified day of the week. Leaving this field blank means that there is
no limit as to the earliest time a user can log on to the OpenFox® on the specified day
of the week.

Close Time - Select Close Time for each day that a specific close time is desired.
Close Time is the time, on the specified day of the week that a user is no longer
allowed to log on. The user cannot log in after this time on this day. After selecting the
appropriate check box, enter the time, in HHMM format, that you want to be the latest
that a user can log on for the specified day of the week. If the user is logged in when
this time passes, the user will be automatically logged off the OpenFox®. Leaving this
field blank means that there is no limit as to the latest time a user can be logged on to
the OpenFox® on the specified day of the week.

Multiple-day Time Span - If an Open Time occurs late one day (e.g., Monday @
23:00), and the Close Time is not until the next day (e.g. Tuesday @ 08:00), the system
will NOT automatically log the user off Monday at 23:59, or on Tuesday at 00:00. The
configuration will allow users to remain safely logged in with no automatic system
logoffs (due to Close Times) from the open time until the next close time.

4.1.1.5 - Custom Fields

Each customer can have specific needs that require custom data fields to be defined for
certain station classes. These fields are defined per station class. These fields are
different per station class, and per customer build. It is optional to create custom fields
for stations, and is generally only done when specific requirements must be met for a
customer.
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4.1.2 - Info Tab

Each customer can have specific needs that require custom information fields to be
defined within the info tab. These fields are defined within the station class
configurations, and are different per station class. The installation administrator can
choose which fields to have added to the Info tab. It is optional to create custom fields
for stations, and is generally only done when specific requirements must be met for a
customer. For more information on customizing the Info tab fields, contact your CPI
account manager.

“% Configurator: New Station
Configure Action

Info

Contact Person: |
Phone #: Fax Humbher:
Street:

City: State: Zip:

[swe | [ vox | [ ®cwa|  Dww |

New Station Info Tab

e Select the Info tab at the top-left.

e Enter any information desired for this station.

e Click OK to accept the changes and close the window, Cancel to cancel the
changes and close the window, or Apply to accept the changes and keep the
window open.
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4.2 — Modify Existing Stations

To modify an existing Station:

e Open the Configurator Module

Click Station Click Click OK
Modify

Configurator =

anﬁgu"e

|
%,Cf Message Keys

% L"J Station

- U] 7 New
& O User
_ 21 > Modify
W > code List
B Copy v OK
< ' Vehicle Code
3 O Export
@ O Security Roles :
% O lmport &8 Exit
1o Agency
i © Delete
&' © watch Dog _
— ) Backups
59 © Computer
4f O License

Configurator

e Select Station from the left column.
e Select Modify from the middle column.
e Click OK.
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Enter Station
ID

%% Configurator: Modify Station

Configure Action

Station Name

Click to get
entered
Station ID

Click to select

Standard i

| | /Qame [

| Date/Time Created

Station Class |

Date/Time Last Modified

ORI | |

Agency | |

Password

Latitude

Security Roles

station from o Queue Threshold [ ]
list Alternate Stations [Eikire=2 | |
Plain Language Description [ |
C“Ck to Implied Stations Open/Close T.--::en e I
commit N Lelver To SUN  [lopen | | Ociose [ |
Changes EEIGE] MON [ open l:l [ Close l:l
TUE [] open I:l [ Close I:l
Click to cancel Lalion Wermier wo Clogen [ ] Doose [ ]
Changes and ™ N THU [ open |:| [ Close |:|
Close owledge Message [ sign®d FRI [ open I:l [ Close I:l
Mobile Data
Clle to [ Legacy NCIC glrl:::;tifa:;l)le SAT LI Open l:l S l:l
commit q [ Broadcast Destination N HOL [J open l:l O Close l:l

changes and

Click to

display ~

Station TRearch | Pk ﬁancgl Phesy
Modify Station

e Enter the Station ID, then click Get to retrieve the station record. You may click
the Search button to display the Get Station window. This window will allow the
user to perform a detailed search to locate station records contained in the
system to choose from. To use the quick search feature, click the Binocular
button to the right of the Get button.

e Modify the fields in the station record as desired.

e Click OK or Apply to commit your changes to the database. Click Cancel to
clear the screen and return to the main Configurator GUI screen.
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4.3 — Copy Existing Station

To copy an existing Station:

e Open the Configurator Module

Click Station Click Copy Click OK
Configurator =
anﬁgu'le

|
%,Cf Message Keys

% ¢&L> Station

- U] 7 New
& O User
: 4] < Modify
W > code List
B Copy v OK
< ' Vehicle Code
3 O Export
@ O Security Roles :
% O lmport &8 Exit
1o Agency
i © Delete
&' © watch Dog _
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select Station from the left column.
e Select Copy from the middle column.
e Click OK.
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Enter Stat | on “\% Configurator: Copy Station
|D Configure Action
“ i
g::fel(l_é?j 5 | o: Sllﬂli"" Name | | | DatefTime Created [ |
1 Station Class 7 - .

! DatefTime Last Modified [ |
Station ID oR | | password | l
Agency - Latitude [ |
Click to select e Longtude | |
station from il Queue Threshold |:|
IlSt Alternate Stations [P LEENEES | |
Plain Language Description | |

. Implied Stations ~Open/Close Times
CIICk to Open HHMM Close HHMM
Cgmmlt ™~ W Dot o SUN [ Open l:l [ Close l:l

n
changes — wov  Clopen [ ]  Dlowse [ ]

- TUE [] open |:| [ Close |:|
CrI]ICk '[0 Cangel Station Member WED mloney l:l [ Close l:l
glo&;r;ges and -~y ™ Oopen | |  Ocese [ ]

owledge Message [ sign © FRI [ open I:l [ Close I:l

[ Bar Dired™dress [ Mobile Data : )
CI|Ck to [ Legacy NCIC [ Image Capable SAT ] Open l:l e l:l
commit L [] Broadcast Destination 4| HoL [1 open l:l [ Close l:l
changes and
ation Fields For The Current St:

Click to
display
Station Sarch

Copy Station

e Enter the Station ID then click Get to retrieve the station record. You may click
the Binocular button to display the Get Station Dialog Window. This window
will list all station records contained in the system for you to choose from. To use
the full search feature, click the Search button to the left of the OK button.

e Enter a unique (i.e. “copy-to”) Station ID.

e Modify the fields in the station record as desired.

e Click OK or Apply to commit your changes to the database. Click Cancel to

clear the screen and return to the main Configurator GUI screen.
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4.4 — Export Station

To export a Station:

e Open the Configurator Module

Click Station Click Click OK
Export

Configurator [Q L

gunﬁgu"e

|
%-Cf Message Keys

?, L"J Station

- U] ¢ New
& O User
: ] 7 Modify
[} > code List
A<} Copy v OK
= - Vehicle Code
3 Y Export

& O Security Roles

% O lmport &8 Exit

12 Agency

i © Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select Station from the left column.
e Select Export from the middle column.
e Click OK.

Ver. 7.2.0 Station Configuration

80



“% Configurator: Export Station ©

(]
=

Configure Action

Station Name | <

Click to select
station from list

Station Namesﬁnﬁiaum:u

Click to get
entered Station ID

Enter Station ID

List of Station IDs
to be exported.

Click to remove
Station IDs

Click to remove all
Station IDs

Click Search to
search Station IDs

oo

@ Remmote All |

Click OK to accept

Export Station

e Select the station records to export..
e Click OK.
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™ Configurator: Export Station Records To Directory

X

S

Look In: | Cdcp
Desktop

] Desktop-AR

1 Messenger

File Name:  |CIGF|

Files of Type: | All Files

|

oK

Cancel

Export Station Records To Directory

e Select the directory on your local P.C. to export the station records to.
e Click OK to export the selected records to the local P.C. as XML files.
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4.5 — Import Station

To import a Station:

e Open the Configurator Module

Click Station Click Click OK
Import

Configurator [Q L

gunﬁgufe

|
%-Cf Message Keys

?, &, Station

- U] 7 New
& O User
: 4] ¢ Modify
[} > code List
A7 Copy v OK
= - Vehicle Code
3 o) Export

& O Security Roles

12 Agency

i © Delete
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_ ©J0 Backups
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4f O License

Configurator

e Select Station from the left column.
e Select Import from the middle column.
e Click OK.
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Click to select a
directory

List of files to
import

Displays
selected files

Click Cancel to
cancel and
close

Click OK to
import selected
files/records

[ E Configurator: Pick Resources To Import ﬁw

Look!n:]amﬂﬂp\b '| Ps| @@@E
] Files

M Ers
] Links

\\\
Fle |
Files of Type: | Station Recor - |

> OK — Cncel

Pick Resources to Import

e Select the Station file(s) to import. You can use the Shift and/or Ctrl keys on your
keyboard to select multiple files at once.
e Click OK to complete the import, or Cancel to cancel the import and go back to
the main Configurator screen.
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4.6 — Delete Station

To delete a Station:

e Open the Configurator Module

Click Station Click Click OK
Delete

Configurator [Q L

gunﬁgufe

|
%-Cf Message Keys

?, 4) Station

- U] ¢ New
& O User
: ] Modify
[} > code List
A< Copy v OK
= - Vehicle Code
S o) Export

& O Security Roles

% J Import &8 Exit

12 Agency

[l ¥ Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select Station from the left column.
e Select Delete from the middle column.
e Click OK.
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ator: Delete

Configure Action

Station Name |

Click to select
from list

Station Namm —- Count: 0

| wgmm%eg |
| @‘mm Al I

Click to get
entered station

Enter Station ID

List of Station
ID’s to be

Click to remove
selection

Click to remove
all

Click to search

Click OK to
accept and close

Click Cancel to
cancel and close

Delete Station

e Select the Station record(s) to delete. You can use the Shift and/or Ctrl keys on

your keyboard to select multiple files at once.

e Click OK to delete selected records, or Cancel to cancel the delete and go back
to the main Configurator screen.
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4.7 — Global Modify Station

The OpenFox® Configurator is designed so that the station modify screen will
automatically switch to a global station modify screen if the administrator selects two or
more station records. To access the global station modify screen, the OpenFox®
Station Configurator administrator must have their ‘Enable Global Record Screen’
OpenFox® Configurator User Preference enabled.

e Open the Configurator Module

Click Station Click Click OK
Modify

Configurator M=

anﬁgufe

|
%pif Message Keys

% é Station

. 1T New
& O User
A7 Modify
Il = Code List 5
~ Copy ’3 6
< = \ehicle Code OK
3 O Export

& O Security Roles

% O lmport &% Exit

10 Agency

M © Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator
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e Select Station from the left column.
e Select Modify from the middle column.

e Click OK.

e From within the station modify screen, select two or more station records. For
example, click the Binocular button located on the top of screen, just to the right
of the Get button. This will display the Get Station window. By holding down
the Shift key and/or Ctrl key and clicking on more than one Station IDs with the
mouse, the user can select more than one station record. After selecting two or
more station records, click OK to retrieve the station records and load the station
records into the station modify screen.

< Configurator: Modify Station =

Configure Action

Station Names -- Count:3
cpio
P
cpI2

Station Name || || 3 Get &
s‘a" dﬂrd 8050

~|

| | station class \ MSNGR = Messenger Device

Date/Time Created

2010-01-07 12:37:55 -

_—

ORI [?277 E o Date/Time Last Modified 777 -
: Security Roles Latitude E
| fpun | =
Queue Threshold o E
Alternate Stations
1P Address 0.0.00 [=]
Implied Stations Plain Language Description |CPIMESSENGER TEST and D] v
r~OpeniClose Times
Deliveralo Open HHMM Close HHMM
SUN [ ]open :E [ close I:IE‘
| Allowed ORI MON [ | Open I:IE‘ [ close l:lz‘
|| | [Nmo010000 1=
3 o) C
| | {Mmoo10100 ||| e DClopen ~]  Ocose ~
111 Station Wernber [||| wen Clopen [ =] Ocise [ T+
: | ‘ THU [ Open :E [ close I:IE‘
: Station Flags
[v] Acknowledge Message [+ Sign On FRI [JOpen l:lzl [ Close l:lzl
[] Bar Direct Address [] Mobile Data Terminal sat Copen [ |v] Oclse [ ||
[C] Legacy NCIC [v] iImage Capable
[ Broadcast Destination oL Copen [ [v] Ocose [ [+]
There Are No Custom Station Fields For The Current Station Class
| <5 Search | ‘ " oK ‘ ¢ cancel | Apply

When in the global station modify screen, any changes you make to any field on the
screen will be applied to all station records you have selected. The list of these station
records is displayed in the Station Names list on the left-hand-side of the screen. The
global station modify screen works just like the single-record station modify screen with

Global Modify Station

the following primary differences:
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e A Station Names list appears on the left-hand-side of the screen. This list
contains the names of all Station IDs that will be modified when you click the OK
or Apply button.

e Lists contain all values that exist in any of the listed records.

e Check boxes can be selected with a white background, selected with a grey
bacckground, or unselected.

Text Fields - In the global configuration screen, text boxes can contain a text value,
which indicates that all IDs in the list have this same value entered for this field. Text
boxes can contain no text, which indicates that all IDs in the list have no value entered
for this field. Text boxes can also contain the value of three consecutive question marks
(“??7?”), which indicates that at least two IDs in the list have values entered for this field,
but these values are different from each other.

Text fields in the global configurator screen will now display as a drop-down list instead
of a plain text field. Clicking the drop-down list will display all values for this field across
all IDs in the list. For exampe, if you select two records, and the first ID has an agency
of AGENCY_1, but the second ID has an agency of AGENCY_2, the agency combo box
on the global configurator screen will display “???’. The drop down agency combo box
list would then contain both AGENCY_1 and AGENCY _2 as valid selectable values.

Entering text directly into the field is still an option, as the drop-down list does not make
the field non-editable.

In the global configuration screen, whether a value is selected from the drop-down list,
or a value is entered directly into a text box, that new value will be applied to this field
for all records in the IDs List if you click the OK or Apply button. If there are multiple
values in the field data list, and no changes are made to this field (if the text shown is
still “???”), no changes will be made to this field for any IDs.
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Check Boxes — In the global configuration screen, check boxes can display as selected
(checked) with a white background, which indicates all IDs in the list have this value
selected. Check boxes can be unselected (unchecked), which indicates all IDs in the
list have this value unselected. Check boxes can also be selected with a grey
background, indicating that some IDs in the list have this value selected, while other IDs
in the list have this value unselected.

In the global configuration screen, whether a check box is selected or unselected, that
new value will be applied to this field for all records in the IDs List if you click the OK or
Apply button. If some records have this field selected, while others have this field
unselected (if the check box is selected but has a grey background) and no changes are
made to this field, no changes will be made to this field for any IDs.

Lists — In the global configuration screen, lists will show a combined list of all values
applied to any ID. For example, if the first ID in the list has Security Role ROLE_1,
while the second ID in the list has Security Roles ROLE_1 and ROLE_2, both ROLE_1
and ROLE_2 will be shown in the list. Removing only ROLE_1 from the list will leave
the first ID with no Security Role, while the second ID will retain only ROLE_2.
Removing only ROLE_2 from the list would leave both IDs with ROLE_1, and neither ID
would have ROLE_2. These changes will not be applied until you click the OK or Apply
button.
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4.8 — Search Station

All station screens have a Search button located on the bottom-left. The full-featured
station search window is provided as an aid to help locate station records. An example
of this window is shown below. Any records found from the search will be used to
populate the station screen.

Choose search
options/logic

Choose match Choose or enter
operator(s) match value

Choose match
fields

|

/ / / /

I % Conﬁg*rator: Modif_v\ﬁtation Search

Search OT“

/ /

Search LUHAX

(@ Match ALL/of the following ' Match ANY of the following

' Return gpposite of match ALL 1 Return oppgsite of match ANY

: |

-// 7 7 7
|Sta‘lion Class e > |[isnot P ~ | [MSNGR = fflessenger Device V> |
[oRI ¥ |[is | | 8,
[Security Roles Table ~ | [does not include v | | | G ..
[ station Open Close Times ~ | [[SUN OPEN ~|[is | |
| Omge | | OFemx | | SRungach | | Home |
| |
[
Click More to Click Fewer to Click Run Click Close
add lines remove lines Search
Station Search
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Search Options - If a previous search was performed, choose whether to clear the
previous search results prior to performing the new search.

Search Logic - The logic to be used to perform the search.
Match ALL of the following - Records will only be returned in the search results
if they match ALL of the search field/operator/value combinations.
Match ANY of the following - Records will be returned in the search results if
they match AT LEAST ONE of the search field/operator/value combinations.
Return opposite of match ALL - Returns all records not matched in the
corresponding “ALL” search.
Return opposite of match ANY - Returns all records not matched in the
corresponding “ANY” search.

Match Field - Choose the field from the station to search against. Examples of valid
values are Station Name, Station Number, Station Class, and ORI.

Match Operator - Choose the type of comparison operation to be performed against
the match field. Only certain operators are valid for each Match Field. Examples of
valid Match Operators are is, is not, contains, does not contain, less than, and
greater than.

Match Value - Enter or select the value to be searched upon.
More - Click More to add another row of comparison field/operator/value selections.

Fewer - Click Fewer to remove the bottom row of comparison field/operator/value
selections.

Run Search - Click Run Search to obtain a list of Station IDs based on the current
comparison field/operator/value selections listed in the search window.

Close - Click Close to cancel the current search and close the search window.
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4.9 — Station Menu Access

To use the Station Action menu:

e Open the Configurator Module.
e Open any Station screen containing an Action menu item.

Click Hover over MKE Fields Select
Action Screen Area from list
\
%% Configurator: New Station
Configure

&- Standaya/h: Display 'Get ORI' dialog window

%:- Standard Tab: Display 'Get Agency’ dialog window
Station Name & Search
Station Class | MSNGR = Messenger Device| & oi :I
] L Apply —
Agency | | [ — Latitude T |
Security Roles _
Longitude | |

Queue Threshold

Alternate Stations

IP Address [

Plain Language Description |

Implied Stations

~0OpeniClose Times

Open HHMM

Deliver To

SUN [ ]oOpen l:l

Allowed ORI

MON [ Open l:l

TUE [ Open l:l

Station Member

WED [ | Open l:l

THU [ Open l:l

~Station Flags
[~] Acknowledge Message
[_] Bar Direct Address
[C] Legacy NCIC
[ Broadcast Destination

[_] Sign On
[] Mobile Data Terminal
[[] Image Capable

FRI [ open l:l
SAT [ | Open l:l
HOL [J Oopen l:l

Close HHMM

Cclose [ |
Oclose [ |
Cclese [ ]
Oclose [ |
Oclose [ |
Oclese [ ]
Oclose [ |
Oclose [ |

There Are No Custom Station Fields For The Current Station Class

e Click the Action menu.

v |

Station Menu Access

e Hover over Station Fields Screen Area.

e Select from list provided.
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Chapter 5 — User Configuration

A person that connects to the OpenFox® Message Switch through a station is referred
to as a “user”. Each user has a single record entered into the database that defines
how they connect to the OpenFox® Message Switch, what they are allowed to do, when
they are allowed to log on, how they will interact with the OpenFox® Message Switch,
and other information that administrators use to help them maintain their users.

The OpenFox® Configurator User screens are used to supply the information necessary
to define User records. The OpenFox® Configurator User screens allow the
administrator to create new User records, modify existing User records, copy existing
User records, export User records, import User records, or delete User records, all with
immediate effect and without any other software changes or system reboots.

NOTE: While changes to the user record are immediate, any changes to the user will
not affect their current session if the user is logged in when the changes are applied to
their user record. The user will have to close any open session and open a new
session with this user for these changes to take effect. An administrator can force a
user's session to reset by setting the user down and resetting the user. For more
information on OpenFox® commands, see the OpenFox® Systems Guide.

NOTE: Deleting a User record will not erase the user information from the system. The
User information will still be available in the database. The user will, however, be
unable to log in to a session from this User ID after the User record is deleted.

The OpenFox® Configurator User screens, their text-fields, lists, options and buttons
are as follows:
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5.1 — Add New User

To configure a new User:

e Open the Configurator Module

Click User Click New Click OK
Configurator [Q L
gunﬁgulfe

|
% C{ Message Keys

ﬁ,# Station
3 & User

E New

: 4 © Modify
[} > code List
B Copy v OK
< 2 Vehicle Code
3 O Export

& O Security Roles

% O lmport &8 Exit

12 Agency

i © Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select User from the left column.
e Select New from the middle column.
e Click OK.
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Click Click Info tab Enter a Click to delete Click to Add
Standard unique ID Profile Profile

/
Curﬁguratur: Nele}ar/ Q
gonﬁgdre Acti

Standard

See Main
User
Profile
Fields

See
Certificatio
n Date /
Training
Date / Hire
Date
descriptions

See
Open/Clos
e Times
description

User D | ol | profileX x | Add Proffe + |
Identification -Main User Profile Fields
|| ) user Record Disabled station | | & .
First Name | | Agency| | .
SEE Widdle Name | ' | idte Timeout (min) [ ] sessionTimeout (min)
Identifi- < Last Name | | :
cation Last Modified By User -Certification Expiration Date
description Date/Time Last Modified [ User Certified Day NONE ¥ | Month| NONE ¥ | Year| NONE « | [T
g ~Authentication and Security [T
Password | | || 2] user Trained Day NONE ~ | Month| NONE ¥ | Year NONE v | [7)
See . Authentication Method | Password ~ | | -ire Date
Authentica Authentication Detail | ||| vl user Hi Day 11~ |Month SEP v |Year 2015 v | [
-tion and Challenge | | v| User Hire on ea
Secu rity Answer | | ~OpeniClose Times
description Status | | Forced Logoff Warning (min)
Open HHMM Close HHMM
> Concurrent Sessions |1— SUN
See ~Password Expiration MON
Password [v] Non-Expiring Password TUE
Expiration K Password Expiration Date [ ] ET
description Recurring Expiration (days) l— T
L Expiration Reminder {days) l— R
See Failed ~Failed Logins AT
LOg ins Attempts Before Lock Out l— HOL
description Lock Qut Duration (min) [ ]
~User Flags =
See User [_] User Fingerprinted |1 Non-Expiring Account | |@ @ =
Flags ] Non-Expiring Certification +
description

Click to Click to Click to Click to Add/remove
display User commit and cancel commit Security
Search close changes changes Roles
New User
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5.1.1 — Minimum Requirements for Users
The minimum required fields needed to create a new user record are:

User ID

First Name

Last Name

Password
Authentication Method

After the OpenFox® User Configurator administrator fills in the required and non-
required fields as desired, the administrator can click on either the OK or Apply button
to commit the new user record to the database. Optionally the OpenFox® User
Configurator administrator can click on the Search button to retrieve an existing user
record to aid in filling in the Configurator New User screen’s fields.

The procedure for creating a new user is covered in detail below:

Enter a unique User ID.

Enter both a First Name and Last Name.

Enter a Password.

Choose an Authentication Method.

Enter data in all other optional fields as desired.

Click OK to accept changes and clear screen, Cancel to cancel the changes and
return to the main OpenFox® Configurator screen or Apply to accept changes
and stay in this screen.
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5.1.2 — Identification Description

Click User Record [ ldentification

%] User Record Disabled
Enter First Name _m |
Enter Middle Name i |
Enter Last Name | | LastMamer> |

Identification Section

User Record Disabled - Select this field if you wish to disable this user record but
leave it intact (without deleting it).

First Name - Enter the user’s first name.
Middle Name - Enter the user’s middle name.

Last Name - Enter the user’s last name.
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5.1.3 — Authentication and Security Description

Enter user's Password

— Authentication and Security

Select Authentication
Method

Enter password
Authentication Detail

Enter user’s password
Challenge question

Password —|>

Authentication Met P ~

Authentication Detail

d Concurr ssions / % |

Enter Status Enter user’s password Enter number of

challenge Answer Concurrent Sessions

Authentication and Security Section

Password - The password a user will use to log in to the OpenFox®. There is one
password per User ID. The password field is masked in the User Configuration screen.
Setting the password to the exact same text as the User ID will force the user to reset
their password at their next logon.

Authentication Method - Choose the type of authentication this User ID must use to
access the system. Choices are:
Password - User must enter a text password to access the OpenFox®.
Token - User will utilize an authentication token to access the OpenFox®.
LDAP - User must authenticate against an LDAP server to access the
OpenFox®.
Radius - User must authenticate against a Radius server to access the
OpenFox®.

Authentication Detail - Optional plain text explanation of this User's Authentication
Process, related to the authentication method.

Challenge - Optional text that is used to verify a user’s identity.

Answer - Optional answer to the Challenge question. This should be included if the
Challenge field contains data.

Status - Optional plain text explanation of this User’s status.

Concurrent Sessions - The number of concurrent OpenFox® sessions a user can
establish at one time. If this number is zero (0), there is no limit.
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5.1.4 — Password Expiration

Select Non- —Password Expiration

Expiring

Enter Password

"~ ] Non-Expiring Password Expiration Date
Password Expiration Date

Recurring Expiration (days)
Enter R i Enter Expirati
nter Recurring | rymiration Reminder (days) li nter Expiration

Expiration (days)

Reminder (days).

Password Expiration Section
Non-Expiring Password - Select this box to set this user’'s password to never expire.

Password Expiration Date - The date this user's password will expire. The date is
entered in YYYYMMDD format. Leave blank for no date.

Recurring Expiration (days) - The number of days that this user's password will
remain active if the password remains unchanged. At the end of this number of days,
this user’s password will automatically be set to expire if it has not been reset by the
user.

Expiration Reminder (days) - The number of days prior to automatic expiration that
starts a reminder message process for this user. This process sends a reminder
message to the user upon login to the OpenFox® that their password will expire soon.

5.1.5 - Failed Logins

Failed Logins

Enter # of
Attempts Before

Enter Lock Out

Attempts Befo I Duration (min)

Lock Out Duration (min)

Failed Logins Section

Attempts Before Lock Out - Enter the number of consecutive unsuccessful login
attempts a user will be allowed to attempt prior to the system locking this User ID out of
the OpenFox®. Once locked, the user will have to wait the number of minutes specified
in the Lock Out Duration (min) field, or have their password reset.

Lock Out Duration (min) - The number of minutes the user must wait to re-try a login
after their User has been locked out. Locking a user occurs after the number of
consecutive unsuccessful logon attempts specified in the Attempts Before Lock Out
field.
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5.1.6 — User Flags

Select User
Fingerprinted

Select Non-

Expiring Non-Expiring Account
Account Hon-Expiring Certification

Select Non- User Flags Section
Expiring

Certification

User Fingerprinted - Optional field to indicated to administrators that this user has
been fingerprinted.

Non-Expiring Account - Optional field to indicated to the system to disregard account
inactivity. If selected, this user’s account will not be disabled even if inactive for the set
inactivity time period.

Non-Expiring Certification - Optional field to indicated to the system to disregard
training and certification dates. If selected, this user's account will never expire even if
their recertification date has passed.
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5.1.7 — Main User Profile Fields

Select Profile tab(s) Enter Session Click to display Get Click to display Get

Timeout (in minutes) Aaency Window Station Window
Enter Station to lock a Profil®1 x \
user to the listed W r Profile Fields

\

Enter Agency -

Station

&

minutes)

g i

Enter Idle Timeout (in | e fmeortmim > | Session Timeout (min]

¥ ¥

See the following section for an example of the Binocular Pop-up Dialogue
Window [This example shows the Get Agency Dialogue]

Main User Profile Fields

Station - Enter a Station ID in this field to indicate which station, or list of stations, that
this user profile is authorized to use to log in to the OpenFox®. Leave this field blank to
indicate that this user is authorized to log in from any station.

Agency - Enter the Agency ID where this user profile belongs. Leave this field blank to
indicate that this user is not assigned to any specific agency.

Idle Timeout (min) - Enter the amount of time a user’s session is allowed to remain idle
before the user is automatically logged out of the OpenFox®.

Session Timeout (min) - Enter the amount of time a user's session is allowed to
remain active before the user is automatically logged out of the OpenFox®. Session
timeouts occur even if the user’s session is not idle.

Profile # - Click the tab associated with the Profile # you wish to set up. Clicking the
red “X” at the right of the Profile # tab will delete the profile.

Add Profile - Click the Add Profile tab to add a new profile. Only one profile is allowed
per agency for each user.
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5.1.7.1 — Binocular Pop-up Window

Total count of
records in list

'@ Configurator: Get User Agency

Get Agency Records % Count: 536

Enter text to Enter Search Text
search on N

gl
Currently- || |NM&000000 fad
selected row NMO010000 =

HMO010100
Filtered list HMOQ1011A

NM001013C

HMO01013N
Click to || [NMO01015A
cancel and M =
Click to use 0K —3¥-cancel
selected

Binocular Pop-up Window

Enter Search Text - Enter the text to use to filter the list. The list below the search text
will dynamically and automatically change to only display records that match the text

entered.

The currently-selected row(s) in the list have a non-white background color.

The filtered list will highlight the text used to filter the search.

The total count of items in the filtered list will be shown at the top-right of the “Get
Records” pop-up dialogue window.

Once the desired list is selected, click OK to populate the previous form with the
selected data.

Click Cancel to cancel the search and go back to the previous form without populating
any data from the list.
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5.1.8 — Certification Expiration, Training, and Hire Date

Select Select Day Select Select Click to
User Month Year display Pick
Certified Date Window

—Ceyl/ﬂcatic-n Expiration Date 4
User Certified Day HONE -+ | Month ENE - YearmE - ﬁ/

~Training Date

User Trained Day NONE ~ | Month NONE ~ | Year NONE ~ |,/ ﬁ

~Hire Date K
v| User Hire Day 10 ¥ | Month| SEP | Year 2015 /=] ,g
¥¥aT

Note the behavior of the similar fields in each of the Training Date, Hire Date,
and Certification Date screen areas work the same. See below for an example
of the Date Calendar Window

User Profile Date Fields

User Certified - Select to indicate that this user has been certified. Selecting this field
activates the Day, Month, and Year drop-down lists.

User Trained - Select to indicate that this user has been trained. Once selected,
choose the date from the fields following.

Hire Date - Select to indicate that this user has been hired. Once selected, choose the
date from the fields following.

Day - Select the day of the month. Valid choices are 01 through 31, with the max
number dependent upon the month.

Month - Select the month. The value will be shown as the first three alphabetic
characters of the month name.

Year - Select the four-character year. Valid choices are between 1970 and 2037.

Pick Date Button — Click to pop up a Pick A Date calendar-style window. This window
allows you to choose the Day, Month, and Year from an interactive calendar window.
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5.1.8.1 — Pick A Date Pop-up Calendar Window

Display Select month Select year Display next
previous month

|
Click to select Pick A watiun Date \ &
a date !

1|

N\
N >?ji |Janu3n|r '||2{ﬂ‘|"| $
Click to

cancel and N Sun\L Man | Tue | Wed| Thu | Fri | Sat
close In 1
4 5 i 7 8
1 12 13 14 15

Today’s date

N 16 19 20 21 22
24 26 27 23 29

Click to use 20
selected date S~ \
to fill in Today: January 11T,2011
associated T
date fields WP OK 32 Bancel
and close :

Date Pop-up Window

Previous Month Button - Click the Previous Month Button to display the previous
month from the one that is currently displayed.

Month Drop-down - Click the Select Month Drop-down to display a list of month
names to choose from. This will choose the month from the currently-displayed year.

Year Drop-down - Click the Select Year Drop-down to display a list of years to choose
from. This will display the currently-selected month from the newly-selected year.

Next Month Button - Click the Next Month Button to display the next month from the
one that is currently displayed.

Click a date in the currently-displayed month/year to select it. The selected date will be
displayed with a non-white background.

Today’s date will always display at the bottom of the window.
Click OK to close the Pick A Date window and populate the user date fields.

Click Cancel to cancel the date selection and close this window.
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5.1.9 - Open/Close Times

Select to enable Open Time for the Select to enable Close Time for the
indicated day of week indicated day of week
—Open/Close Times /
Forced Logoff War1|ing {min} / Ij
Open HHMM Close HHMM

SUN Tjopen| | Clciose|

MON fopen| | Ciclose |

TUE Copen] | Ciclose| |

WED Clopen Clclese| |

THU fopen| | Clclose |

FRI fopen| | Clclose |

SAT [_jOpen I:l [_I}Close I:I

HOL fopen| | Clclose |
Enter Open Time / Enter Close Time Enter Forced Logoff

Warning (min).

Open/Close Times

Enter Forced Logoff Warning (min). If a user will be automatically logged off of the
OpenFox® due to a Close Time, the user will receive a warning message. This field
indicates the number of minutes before a user is automatically logged off that the
OpenFox® will send the warning message. If blank or zero (0), the user will just be
logged off with no warning.

Open Time is entered in HHMM format.

Close Time is entered in HHMM format.
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5.1.10 — Info Tab
Click on the ‘Info’ tab to enter the optional information for a user record.

Enter text as desired

=d in as CPUIM — oo |
tor Accessibility User Session \Window Iools Help <% Modules
Configure Agtion \
(Stmngara | o | \
Contact Person: \
Phone #: Fax Number:
Street:
city: \ State:  @mip:
Optional Description: \
<
I
9 Search " oK &% cancel ) apply
[eS 3=

The contents of this screen are customized per each client's OpenFox® system. All
data in this tab is optional.

NOTE: The image above only shows an example of how the user info screen can be
configured.
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5.2 — Modify Existing Users

To modify an existing User:

e Open the Configurator Module

Click User Click Click OK
Modify

Configurator =

Qt)llﬁgll*e

|
% Cj Message Keys

% # Station

- U] 7 New
P2 " User
_ 21 > Modify
W > code List
B Copy v OK
< ' Vehicle Code
3 O Export
@ O Security Roles :
% O lmport &8 Exit
1o Agency
i © Delete
&' © watch Dog _
— ) Backups
59 © Computer
4f O License

Configurator

e Select User from the left column.
e Select Modify from the middle column.
e Click OK.
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< Configurator: Modify User ==
Enter User ID Contiure Action
User
{“Standard [ Info |
Click to get /umfg [ promiet ~ |[AadBronie |
entered User | —{— T 'dentification Main User Profile Fields:
ID D-User Record Disabled Station l:l
First Name | | agency[ |
Middle Name Idle Timeout {min) l:l Session Timeout {min) l:l
Click to select thame Certification Dat
user from list = TTICTTT ’7|:| User Certfied  Day|NONE w | Month|NONE | Year|NONE + | -
Password l:l Training Date
ion Method =] ’_D UserTramed  Day|NONE v | Month|[NONE | Year|HONE ~ | -
_ O s
Click tf) c | | ’7|:| Usertire Day[NONE v Month[NONE v | Year|NONE ¥ |
commit N Answer |
N —OpeniClose Times:
Changes ‘ Forced Logoff Warning (min) l:l
Coneu S :I ‘Open HHMM Close HHMM
. —Password Expir: SUN [] open I:l [ Close I:l
Click to cancel [ Non-Expiring Passwo MON [1 Open l:l [ Close l:l
Changes and N | Password Expiration Date l:| TUE [ open I:l [ Close I:l
close \mem}on (days) WED [ Open [ Close
‘\[days) THU [] open I:l [ Close I:l
. _ _ FRI [ open I:l [ close I:l
Click to [Fratea toans In
. Attempts Before Lock Out ]| Dopen [ ] Qowse [ ]
COmm't I~ q HOl [J open [ Close
™~Lock Out Duration {min) l:|
Changes and \ Security Roles
—User Flag®
[J user Fingerprini® [ Non-Expiring Account Ny
Click to [l Non-Expiring Certification
display User [
Search oarch |\~QK | hcancal | 2 noply

Modify User

e Enter the User ID then click Get to retrieve the user record. You may click the
Binocular button to display the Get User Dialog Window. This window will list
all user records contained in the system for you to choose from. To use the full
search feature, click the Search button to the left of the OK button.

e Modify the fields in the user record as desired.

e Click OK or Apply to commit your changes to the database. Click Cancel to
clear the screen and return to the main Configurator GUI screen.
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5.3 — Copy Existing User

To copy an existing User:

e Open the Configurator Module

Click User Click Copy Click OK
Configurator [Q C
gunﬁguje
% C{ Message Keys
ﬁ,# Station
- U] 7 New
P2 ¥ User
: 4] < Modify
W > code List
B Copy v OK
< ' Vehicle Code
3 O Export
@ O Security Roles -
% O lmport &8 Exit
12 Agency
i © Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select User from the left column.
e Select Copy from the middle column.

e Click OK.
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Enter User ID

"\\,. Configurator: Copy User

L
o

=

Configure Action

prFrom-toer B
[ standard [{info.|
Click Get % T erotie1 ~ [ Adaproie |
L tion Main User Profile Fields
I
[ user Record Disabled Station |:| @ ..
Frsame. | T — &
Middle Hame idle Timeout (min)| | Session Timeout (min) ||
Click to search fame Certification Dat
LA T ’7D User Certified  DayNONE w | Month|NONE | Year| NONE ~ |
Password l:l Training Date
ion Method| M| ’7D User Tramed  Day| NONE w | Month | NONE = | Year| NONE |
: i
Click to c \ | .
; [Jusertir=  Day[NOWE v | Month[NONE | Year[NONE ~ |
commit Ll || answer [ |
h Nt ‘ | —Open/Close Times
changes s _ Forced Logoff Warning (min) 1
Concu —— 1 Open HHMM Close HHMM
Click t | ~Password Expirai SUN Clopen [ | Olclose [ |
hIC 0 Cange [ Non-Expiring Passwon MON [ open I:l [ close I:l
changes an e
g N L Password Expiration Date l:l TUE [ open I:l [ Close I:l
Close urring Expiration (days) l:l WED [] open l:l [ Close l:l
Expiratio inder (days) THU [ open l:l [ close l:l
p— eston I — Doose |
ick to ogins q
N Attempts Before Lock Out 1 T Clopen [ | COcose [ |
COmm't ™~ L HOL [ open [ Close
™~Lock Out Duration {(min} l:l
Changes and \ Security Roles
—User Flags
[ user Fingerprinte [] Mon-Expiring Account N
CI|Ck to [ Non-Expiring Certification
display User [
Search reh | Ao | | vace | oy |

Copy User

e Enter the User ID then click Get to retrieve the user record. You may click the
Binocular button to display the Get User Dialog Window. This window will list
all user records contained in the system for you to choose from. To use the full
search feature, click the Search button to the left of the OK button.

e Enter a unique (i.e. “copy-to”) User ID.

e Modify the fields in the user record as desired.

e Click OK or Apply to commit your changes to the database. Click Cancel to
clear the screen and return to the main Configurator GUI screen.
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5.4 — Export User

To export a User:

e Open the Configurator Module

Click User Click Click OK
Export
Configurator [Q C
gunﬁgufe
% Cj Message Keys
ﬁ,# Station
- U] ¢ New
P2 ¥ User
: ] 7 Modify
W > code List
B Copy v OK
< ' Vehicle Code
3 Y Export
@ O Security Roles -
% O lmport &8 Exit
12 Agency
i © Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select User from the left column.
e Select Export from the middle column.

e Click OK.
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Enter User ID

5 Configurator: Export User

Click to retrieve
User ID

Click for simple
search

List of User IDs
to be exported.

Click to remove
User IDs

Click to remove
all User IDs

Click Cancel to
cancel and close

Click OK to
accept

User IDs To Export — Count:3

NMO52981751

NMH0E26585

NM100872145

Click for full
Search

Export User

e Select the user records to export.
e Click OK.
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™ Configurator: Export User Records To Directory r>_(|

Look In: |Ij Desktop - | @ @ E

File Name:  [C:\Documents and Settings\UsenDeskiop| |

Files of Type: |All Files -

oK Cancel

Export User Records To Directory

e Select the directory on your local P.C. to export the user records to.
e Click OK to export the selected records to the local P.C. as XML files.

Ver. 7.2.0 User Configuration 115



5.5 — Import User

To import a User:

e Open the Configurator Module

Click User Click Click OK
Import
Configurator [Q =
gunﬁguje
% C{ Message Keys
ﬁ,# Station
- U] 7 New
P2 ¥ User
: 4] ¢ Modify
W > code List
“Bd Copy v OK
< ' Vehicle Code
3 o) Export
@ O Security Roles :
3} v Import x Exit
12 Agency
i © Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select User from the left column.
e Select Import from the middle column.

e Click OK.
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Click to select a
directory

List of files to
import

Displays
selected files

Click Cancel to
cancel and
close

Click OK to
import selected
files/records

[ E Configurator: Pick Resources To Import ﬁw

Look!n:]amﬂﬂp\b '| Ps| @@@E
] Files

M Ers
] Links

\\\
Fle |
Files of Type: | User Record XMiFile—___ v |

> OK — Cncel

Pick Resources to Import

e Select the User file(s) to import. You can use the Shift and/or Ctrl keys on your
keyboard to select multiple files at once.
e Click OK to complete the import, or Cancel to cancel the import and go back to
the main Configurator screen.
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5.6 — Delete User

To delete a User:

e Open the Configurator Module

Click User Click Click OK
Delete

Configurator [Q L

gunﬁgulfe

|
% C{ Message Keys

?, # Station

- U] ¢ New
3 ¥ User
: ] Modify
[} > code List
A< Copy v OK
= - Vehicle Code
S o) Export

& O Security Roles

% J Import &8 Exit

12 Agency

[l ¥ Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select User from the left column.
e Select Delete from the middle column.
e Click OK.
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Enter User ID “4 Configurator: Delete User
Cenfigure Action

Click to get
entered User ID

Click to select
user from list User IDs To Delete - Count:3

NMO31435561

List of User ID’s 052981751
to be deleted. NM100872145

Click to remove
selection

Click to remove
all

Click Cancel to
cancel and

Click OK to
accept and

Click Search to
search

Delete User

e Select the User record(s) to delete. You can use the Shift and/or Ctrl keys on
your keyboard to select multiple files at once.

e Click OK to delete selected records, or Cancel to cancel the delete and go back
to the main Configurator screen.
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5.7 — Global Modify User

The OpenFox® Configurator is designed so that the user modify screen will
automatically switch to a global user modify screen if the OpenFox® User Configurator
administrator selects two or more records. To access the global user modify screen,
the OpenFox® User Configurator administrator must have their ‘Enable Global Record
Screen’ OpenFox® Configurator User Preference enabled.

e Open the Configurator Module

Click User Click Click OK
Modify

Configurator M=

anﬁgulfe

|
S C{ Message Keys

% # Station

. 1T New
3 * User
A7 Modify
Il = Code List 5
~ Copy ’3 6
< = \ehicle Code OK
3 O Export

& O Security Roles

% O lmport &% Exit

10 Agency

M © Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator
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e Select User from the left column.
e Select Modify from the middle column.

e Click OK.

e From within the user modify screen, select two or more user records. An easy
way to do this is to click the Search button located at the bottom of the screen.
In the search window, select the filters to use to obtain the desired list of users.
After two or more user records are listed, click OK to retrieve the user records
and load the user records into the user modify screen.

% Configurator: Modify User [E =]
Configure  Action
User IDs - Count:3 User D | &) Get S ..
INM031435561
INM039506327 [ Standard [{iiie]
INM052981751 :
5 Main User Profile Fields
[ User Record Disabled .
Stati
FirstName [727 =] on =]
Agency [NMNSP000D =] .
Middle Name =l . L
Idle Timeout (mm) r Session Timeout {(min) 0 E
Last Name [227 =l
ication and Security ’Vl— [¥] User Certified uay\zs ¥ Month [JAN ¥ | vear[2010 ¥
| - 5 | Training Date
ion Method | Passwor hd —
” [F [¥ User Trained  Day[12 v | Month|[NOV ~| Year[2010 ~|
Authentication Detail =l
Challenge ‘ H V| |VH"E
[¥] User Hire Day(12 | Month [ NOV ~ | Year 2010 +
Anewrar ‘ = \ \ \ | vear| @ |
Status ‘ H -| —Open/Close Ti
e oD ’7“ E Forced Logoff Warning (min) ua
Open HHMM Close HHMM
[¥| Non-Expiring Password MON [ Open :E‘ [ Close I:E
Password Expiration Date T+ we  [Jopen | || Hcwse [+
Recurring Expiration (days) :IE‘ WED ["1 open I:E [T Close I:E
Expiration Reminder (days) THU [_] open I:Izl [ clese I:E
—Failed Logil (51 Clopen [ [-] Dcwse [ [+
Attempts Before Lock Out 0 =l SAT Clopen | |~ Clclose | |=]
HOL (o] i Cly i
Lock Out Duration (min) 0 =] L) Open LJclose
—User Flags Security Roles
wOMIN
[v] User Fingerprinted [v] Non-Expiring Account
— [¥] Non-Expiring Certification
Remove Selected (D
| Dremovern
: % Search + 0K &% cancel L) Apply
=

Global Modify User

When in the global user modify screen, any changes you make to any field on the
screen will be applied to all user records you have loaded into the global user modify
screen. The list of these user records is displayed in the User IDs list on the left-hand-
side of the screen. The global user modify screen works just like the single-record user
modify screen with the following primary differences:
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e A User IDs list appears on the left-hand-side of the screen. This list contains the
names of all User IDs that will be modified when you click the OK or Apply
button.

e Lists contain all values that exist in any of the listed records.

e Check boxes can be selected with a white background, selected with a grey
bacckground, or unselected.

Text Fields - In the global user configuration screen, text boxes can contain a text
value, which indicates that all users in the list have this same value entered for this field.
Text boxes can contain no text, which indicates that all users in the list have no value
entered for this field. Text boxes can also contain the value of three consecutive
question marks (“???”), which indicates that at least two stations in the list have values
entered for this field, but these values are different from each other.

Text fields in the global user configurator screen will now display as a drop-down list
instead of a plain text field. Clicking the drop-down list will display all values for this field
across all users in the list. For exampe, if you select two user records, and the first user
has an agency of AGENCY_1, but the second user has an agency of AGENCY_2, the
agency combo box on the global configurator screen will display ‘???’. The drop down
agency combo box list would then contain both AGENCY_1 and AGENCY_2 as valid
selectable values.

Entering text directly into the field is still an option, as the drop-down list does not make
the field non-editable.

In the global configuration screen, whether a value is selected from the drop-down list,
or a value is entered directly into a text box, that new value will be applied to this field
for all user records in the User IDs List if you click the OK or Apply button. If there are
multiple values in the field data list, and no changes are made to this field (if the text
shown is still “???”), no changes will be made to this field for any user records.
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Check Boxes — In the global user configuration screen, check boxes can display as
selected (checked) with a white background, which indicates all users in the list have
this value selected. Check boxes can be unselected (unchecked), which indicates all
users in the list have this value unselected. Check boxes can also be selected with a
grey background, indicating that some users in the list have this value selected, while
other users in the list have this value unselected.

In the global configuration screen, whether a check box is selected or unselected, that
new value will be applied to this field for all user records in the User IDs List if you click
the OK or Apply button. If some records have this field selected, while others have this
field unselected (if the check box is selected but has a grey background) and no
changes are made to this field, no changes will be made to this field for any user
records.

Lists — In the global user configuration screen, lists will show a combined list of all
values applied to any user. For example, if the first user in the list has Security Role
ROLE_1, while the second user in the list has Security Roles ROLE_1 and ROLE_2,
both ROLE_1 and ROLE_2 will be shown in the list. Removing only ROLE_1 from the
list will leave the first user with no Security Role, while the second user will retain only
ROLE_2. Removing only ROLE_2 from the list would leave both users with ROLE_1,
and neither user would have ROLE_2. These changes will not be applied until you click
the OK or Apply button.
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5.8 — Search User

All user screens have a Search button located on the bottom-left. The full-featured user
search window is provided as an aid to help locate user records. An example of this
window is shown below. Any records found from the search will be used to populate the
user screen.

Choose I\\.. Configurator: Modify User Search = r?&
search logic
' Match ANY of the following
Choose match ' Return opposite of match ALL " Return opposite of match ANY
field
Choose or
enter value
[ ~iuser ID A | [is |
Choose match | |
operator(s) L
| Aithentication Wethod - |[is = [ Password -
Click Close
I~
Station v ™  ~|[userproffeAny - - | G -
Click Run
Search ™
Session Timedut{min) - [is ~ | [user Profile ANY -
Select from || idte Timeout (min) 4]
list |SessienBimeout (min) ~N
Certification Date
Training Date
ek [Bawa i@ Hire Date includes | [UserProfile ANY = | | % -
. [~~{H{Eorced Logoff Warning (min) [
remove Ime User Close Times |
Security Role: le - |
Click More to -
add line \I\e-gore | | Mr | | ‘ihmgearch | | iﬁ_lose |

User Search
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Search Logic - The logic to be used to perform the search.
Match ALL of the following - Records will only be returned in the search results
if they match ALL of the search field/operator/value combinations.
Match ANY of the following - Records will be returned in the search results if
they match AT LEAST ONE of the search field/operator/value combinations.
Return opposite of match ALL - Returns all records not matched in the
corresponding “ALL” search.
Return opposite of match ANY - Returns all records not matched in the
corresponding “ANY” search.

Match Field - Choose the field from the station to search against. Examples of valid
values are Station Name, Station Number, Station Class, and ORI.

Match Operator - Choose the type of comparison operation to be performed against
the match field. Only certain operators are valid for each Match Field. Examples of
valid Match Operators are is, is not, contains, does not contain, less than, and
greater than.

Match Value - Enter or select the value to be searched upon.
More - Click More to add another row of comparison field/operator/value selections.

Fewer - Click Fewer to remove the bottom row of comparison field/operator/value
selections.

Run Search - Click Run Search to obtain a list of Station IDs based on the current
comparison field/operator/value selections listed in the search window.

Close - Click Close to cancel the current search and close the search window.
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5.9 — User Menu Access

To use the User Action menu:

e Open the Configurator Module.
e Open any User screen containing an Action menu item.

Click
Action

Hover over MKE Fields
Screen Area

Select
from list

“% Configurator: New User

Configure

User ID

—Identification

[Z] User Record Disabled

Profile 1 Tab: []elet;’/ruﬁle/
S Profile 1 Tab: Displdy 'Get Station® dialog wil

S, Profile 1 Tab: Display "Get Agency’ dialog window

Profile 1 Tah: Display "Certification Date" dialog wi
Profile 1 Tah: Display 'Training Date" dialog window

Il

[_] User Fingerprinted

[_] Non-Expiring Certification

[_] Non-Expiring Account

R I & |
Middle Name ’7 <% Search Session Timeout (min) ,7
LastName | =~ = | ¥ oK

—Authentication and Security g i::;el ﬂ Month | NONE v | Year | NONE ~ |
Password [ —Training Date
Authentication Method| Password ¥ ] User Trained Day|NONE ¥ | Month[NONE ¥ | Year [NONE |
Authentication Detail [ | —
(g | | vl User Hire Day[30 v | montn[JAN ¥ | vear[2011 ~|
Answer | |

—Open/Close Times

Status | | Forced Logoff Warning (min) ,7
Concurrent Sessions g Open HHMM Close HHMM
P d Expiration SUN Ciopen | | Cclese | |
[_] Non-Expiring Password MON [_] Open l:l [] Close l:l
Password Expiration Date ’7 TUE [_] open l:l [_] Close l:l
Recurring Expiration (days) [ ] WED [_] Open |:| [ Close |:|
Expiration Reminder (days) [ ] THU Copen | | Cclose | |

—Failed Logins FRI ["] Open |:| [7] Close |:|
Attempts Before Lock Out ] Sl Ciopen | | Dcese ||
Lock Out Duration (min) [ ] HOL AL | Close

—User Flags Security Roles

L) Apply

User Menu Access

e Click the Action menu.

e Hover over User Fields Screen Area.
e Select from list provided.
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Chapter 6 — Code List Configuration

Many fields have pre-defined values that a user must choose from. If any other value is
provided for these fields in a transaction, an error will be generated. Having an open
text field for these fields allows a greater chance of user error. The OpenFox®
Configurator provides code lists as a way to alleviate this.

The OpenFox® Configurator Code List screens are used to supply the information
necessary to define Code List records. The OpenFox® Configurator Code List screens
allow the administrator to create new Code List records, modify existing Code List
records, copy existing Code List records, export Code List records, import Code List
records, delete Code List records, or interact with Code List backups, all with immediate
effect and without any other software changes or system reboots. The administrator
can also define whether this code list will only be available to OpenFox® Desktop, or
will be available to OpenFox® Desktop and the OpenFox® Message Switch.

NOTE: Deleting a Code List record will erase the code list information from the system
completely. The Code List information will no longer be available in the database.

The OpenFox® Configurator Code List screens, their text-fields, lists, options and
buttons are as follows:
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6.1 — Add New Code List

To configure a new Code List:

e Open the Configurator Module

Click Code List Click New Click OK
Configurator =
gunﬁgul’e

|
rl

“» /Message Keys

%Ci Station
3 ? User

D New

: 4 © Modify
) * Code List
B Copy v OK
< 2 Vehicle Code
3 O Export

& O Security Roles

% O lmport &8 Exit

1o Agency

i © Delete
&' © watch Dog _
— ) Backups
59 © Computer
4f O License

Configurator

e Select Code List from the left column.
e Select New from the middle column.
e Click OK.
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Enter a unique Automatically- Enter or select Code Enter human-

Code List ID generated information List descriptors readable description
/ / /
Configurator: New\gue List / / / / 8=
Configure Action / / /
7 7 7
Code List II—‘ ¥ /| code min Length 4 -
Version / Description
Code Max Length

Last Modified By User -
Date/Time Last Modified Code Max Length (free text) [ StoreInDB  [v] Sort Code List
‘ Find: | | @ @ Count:

Group ~Code List

(@l (28 B @ @l (als eBa

Group A \ Sort | Code A | Description | Start | Flags
Edit Group Fields Edit Code List Fields
o Aga L4 & 1P AdE~ « ®
Group Code Description
Start Free Text s
+ O & Cancel ‘ 0 Apply:‘~
AN /
Click to add Click to commit Click to cancel Click to commit Click to add
groups changes and close changes and changes field values
close

New Code List
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6.1.1 — New Code List Window
The procedure for creating a new code list is covered in detail below:

Enter a unique Code List ID.

Enter a value in the Code Min Length field.

Enter a value in the Code Max Length field.

Enter any other desired or necessary information.

Click OK to accept changes and clear screen, Cancel to cancel the changes and
return to the main OpenFox® Configurator screen or Apply to accept changes
and stay in this screen.

6.1.1.1 — New Code List Fields
Code List - Enter a unique value for each code list. Alphanumeric characters, as well

as the hyphen character, are allowed.

Version - This is a read-only field, it is not interactive in any way. The system
automatically updates this field upon submission of any modification of the code list
record to the OpenFox®.

Last Modified By User - This is a read-only field, it is not interactive in any way. The
system automatically updates this field upon submission of any modification of the code
list record to the OpenFox®.

Date/Time Last Modified - This is a read-only field, it is not interactive in any way. The
system automatically updates this field upon submission of any modification of the code
list record to the OpenFox®.

Code Min Length - This is the Minimum length the code value can be.
Code Max Length - This is the Maximum length the code value can be.

Code Max Length (free text) - This field is only used for fields that have a combined
pre-set value AND free-text value that must be entered together (e.g. the NCIC Offense
Codes that end in “99”). This field indicates the position at which the code list value
should start highlighting text so the user can more easily fill out the valid combined
code/free-text combination.

Description - Enter a description for the Code List in the Description field. This is a
free-text description only used for viewing. It has no bearing on transactional behavior,
but helps in understanding configurations when troubleshooting.

Store in DB - Indicates that this code list will be usable by the OpenFox® Message
Switch as well as OpenFox® Desktop. If this check box is not check, only modules
within Desktop will be able to access this code list and its values for field validation.
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Sort Code List - Indicates that the code list should be automatically sorted
alphabetically by value. If this is not checked, the values will appear exactly as they are
entered in the code list screen.

6.1.1.2 — Code List Find Fields
Find - Enter a value in this field to search against the existing values in the code list.

Next - Click this button to cycle down through the matching values discovered during
the previous Find operation.

Previous - Click this button to cycle up through the matching values discovered during
the previous Find operation.

Count: - This is a read-only field that reports the number of matches obtained during
the previous Find operation.

6.1.1.3 — Code List Group Fields
Add - Add new group into groups table. Users will need to click Apply or OK to save
changes into the database.

Accept - Accept changes to groups table. Users will still need to click Apply or OK to
save changes into the database.

Delete - Remove selected group from groups table. Users will still need to click Apply
or OK to save changes into the database.

Up - Move currently-selected item up one row in the groups table.
Down - Move currently-selected item down one row in the groups table.

Cut - Remove selected group from groups table and add it to the clipboard. Users will
still need to click Apply or OK to save changes into the database.

Copy - Leave selected group unchanged, but add its contents to the clipboard.

Paste - Paste group from clipboard into current code list configuration. Users will need
to click Apply or OK to save changes into the database.

Sort - Indicates whether the fields within this group should be sorted automatically. If
this is not checked, the values will appear exactly as they are entered in the code list
screen.

Ver. 7.2.0 Code List Configuration 131



6.1.1.4 — Code List Fields
Add - Add new field into fields table. Users will need to click Apply or OK to save
changes into the database.

Accept - Accept changes to fields table. Users will still need to click Apply or OK to
save changes into the database.

Delete - Remove selected field from fields table. Users will still need to click Apply or
OK to save changes into the database.

Up - Move currently-selected item up one row in the fields table.
Down - Move currently-selected item down one row in the fields table.

Cut - Remove selected field from fields table and add it to the clipboard. Users will still
need to click Apply or OK to save changes into the database.

Copy - Leave selected field unchanged, but add its contents to the clipboard.

Paste - Paste field from clipboard into current code list configuration. Users will need to
click Apply or OK to save changes into the database.

Code - Enter the value that will be sent as field data for this field .

Description - Enter the value that the users will see as a “friendly name” for this field
(e.g. a description of “United States” for the code “US”).

Start Free Text - Indicates the position at which the free-text portion of a combined
codef/free-text field should begin.

Flags - Enter any alphabetic character that will be used as a filter to hide values (to not
show them as valid values) when necessary in any module that uses this code list.
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6.2 — Modify Existing Code List

To modify an existing Code List:

e Open the Configurator Module

Click Code List Click Click OK
Modify

Configurator =

gunﬁgul’e

|
rl

“» /Message Keys

% E1 Station

- U] 7 New
P2 ? User
_ 21 > Modify
1) * Code List
B Copy v OK
< ' Vehicle Code
3 O Export
@ O Security Roles :
% O lmport &8 Exit
1o Agency
i © Delete
&' © watch Dog _
— ) Backups
59 © Computer
4f O License

Configurator

e Select Code List from the left column.
e Select Modify from the middle column.
e Click OK.
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code list from
list

Click to
commit
changes

Click to cancel
changes and
close

Click to
commit
changes and

I~

—

I~

Configurator: Modify Code List

0
@)
=]

Configure Action

Code Lisi

Date/Time Last Modified

Code List Code Min Length
Version Description
Code Max h
By User

Code Max Length (free text)

| Find:

[+ (1) Count:

Code List

—
M Llmle

AR IRE AR SRETE: N

=l A

A [

Edit Group Fields

Edit Code List Fields’
~

P o

Start Free Text

‘Coﬂe

Modify Code List

e Enter the Code List ID then click Get to retrieve the code list record. You may
click the Binocular button to display the Get Code List Dialog Window. This
window will list all code list records contained in the system for you to choose

from.

e Modify the fields in the code list record as desired.
e Click OK or Apply to commit your changes to the database. Click Cancel to

clear the screen and return to the main Configurator GUI screen.
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6.3 — Copy Existing Code List

To copy an existing Code List:

e Open the Configurator Module

Click Code List Click Copy Click OK
Configurator [Q =
Configu

“; C/Message Keys

% Ej Station

- U] 7 New
3 # User
: 4] < Modify
1 » Code List
B Copy v OK
= 2 \ehicle Code
3 O Export
& O Security Roles -
% O lmport &% Exit
1o Agency
i = Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Code List from the left column.
e Select Copy from the middle column.
e Click OK.
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Enter Code

Configurator: Copy Code List

List ID

Configure Action

o)
@)
=]

Click Get

y-From-Code-H

st
st

Copy To: Code List

Version
Last Modil ser

Date/Time Last Modified

‘ Find:

Code Min Length

Code Max L

e Max Length (free text)

Description

Group

(] (]

rCode List

Count:

Click to search

Click to
commit
changes

Click to cancel
changes and
close

Click to
commit
changes and

> B+ 8 | DB

[ A

Edit Group Fields

Edit Code List Fields

@

Code

Start Free Text

Description

Flags

from.

Copy Code List

Enter a unique (i.e. “copy-to”) Code List ID.
Modify the fields in the Code List record as desired.

Click OK or Apply to commit your changes to the database. Click Cancel to

T Apply |

clear the screen and return to the main Configurator GUI screen.
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6.4 — Export Code List

To export a Code List:

e Open the Configurator Module

Click Code List Click Click OK
Export
Configurator [Q C
gunﬁgul,’e
“; “/Message Keys
?, E1 Station
- U] ¢ New
P2 ? User
: ] 7 Modify
1] » Code List
B Copy v OK
< ' Vehicle Code
3 Y Export
@ O Security Roles -
% O lmport &8 Exit
12 Agency
i © Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select Code List from the left column.
e Select Export from the middle column.

e Click OK.
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Enter Code List
ID

Click to retrieve
Code List ID

Click to search

List IDs to be
exported.

Click to remove
all List IDs

Click to remove
selected List IDs

Click Cancel to
cancel and close

Click OK to
accept

Configurator: Export Code List Q I

€onfigure Action
A -
Code List | &) Get S|
Code List TW
Name A I Description _____—zer Modified | LastModified | Version

Export Code List

e Select the code list records to export.
e Click OK.
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-
E Configurator: Export Code List Records To Directory - l

===

Look In: | 1 Desktop

=S

1 Files
1 Folders
] Links

Folder name: |C:'I.U5er51Ru551D esktop

Files of Type: | All Files

OK

Cancel

e Select the directory on your local P.C. to export the code list records to.

Export Code List Records To Directory

e Click OK to export the selected records to the local P.C. as XML files.
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6.5 — Import Code List

To import a Code List:

e Open the Configurator Module

Click Code List Click Click OK
Import
Configurator [Q L
Configu

“5 “/Message Keys

?, CI Station

- U] 7 New
3 % User
: 1 Modify
] % Code List
“Bd Copy v OK
= - Vehicle Code
3 o) Export

& O Security Roles

12 Agency

i © Delete
&’ © Watch Dog
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Code List from the left column.
e Select Import from the middle column.
e Click OK.
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Click to select a
directory

-

List of files to
import

Displays
selected files

N

Click Cancel to
cancel and
close

~—

Click OK to
import selected
files/records

9 Configurator: Pick Resources To Import

==

Look In: | ] DeSktop—»

| @ @/ (8 e

[ Files
— ers
[ Links
N
M |
Files of Type: | Code List Record-*ML Eile - |
> OK — C#ncel

Pick Resources to Import

e Select the Code List file(s) to import. You can use the Shift and/or Ctrl keys on
your keyboard to select multiple files at once.
e Click OK to complete the import, or Cancel to cancel the import and go back to
the main Configurator screen.
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6.6 — Delete Code List

To delete a Code List:

e Open the Configurator Module

Click Code List Click Click OK
Delete
Configurator [Q L
Configu

“; C/Message Keys

" C? Station

- U] ¢ New
3 # User
: ] Modify
Il » Code List
A< Copy v OK
= 2 \ehicle Code

S o) Export
@ O Security Roles

% O Import &8 Exit

12 Agency

[l ¥ Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select Code List from the left column.
e Select Delete from the middle column.
e Click OK.

Ver. 7.2.0 Code List Configuration

142



Enter Code Configurator: Delete Code List EiE)
List ID [ seufigure  Action

Code List [ » &) Get -
Click to get
entered List ID Code Li sfe — count:0
Name A _ | __—pwscription | User Modified | LastModified | version |

Click to select
from list

Code List ID’s —

to be deleted.

Click to remove
all

Click to remove

selection

Click Cancel to i
cancel and \[“m Remove Selected | | ™D RemoveAll |

Click OK to >

accept and [t —

Delete Code List

e Select the Code List record(s) to delete. You can use the Shift and/or Ctrl keys
on your keyboard to select multiple files at once.

e Click OK to delete selected records, or Cancel to cancel the delete and go back
to the main Configurator screen.
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6.7 — Code List Backups

To access Code List Backups:

e Open the Configurator Module

Click Code List Click Click OK
Backups
Configurator [Q =
gunﬁgul’e
l
“; “/Message Keys
% E1 Station
- ) ' New
P2 ? User
: 4 { Modify
1] » Code List
A { Copy v OK
< ' Vehicle Code
3 (" Export
@ O Security Roles :
% U Import &8 Exit
1o Agency
il { Delete
&' © watch Dog _
— £Jv Backups
59 © Computer
4f O License

Configurator

e Select Code List from the left column.
e Select Backups from the middle column.
e Click OK.
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Enter search

Click to select

text to filter from list

9 Configurator: Selech\Which 'Code List Record’ Te Get Backup Files For I @1
Get Code List Records — Count: 268
Enter Search Text
[ = |
Name & Description | User Modifie \ Last Maodified | Version \
ARC_EXCLUDE_TYPES [TYLER 2014-05-1312:09:41 DEV000002 -~
BOAT_EXCEPTION MATT 2012-12-20 17:00:24 \DEV000001 I:
BREEDS it 2012-12-20 17:00:24 DEV000003
CARRIERLIST Carrier List ERIK 20121220 17:00:24 DEV00O0040
CELLPHOMETYPE Cell Phone Types ERIK 2012-12-20 17:00:24 DEV000007
CLD_QMNE RYAM 2012-12-20 17:00:24 \DEV000001
CLD_TWO RYAN 2012-12-20 17:00:24 DEV0O00004
HDR_DST_CAMADA MLETS Canadian Destination Codes Should have flag value of 'C" RYAN 2013-10-08 11:11:05 DEV0O0004
HDR_DST_CL MLETS Custom Destination Codes LOUIS 2012-12-20 17:00:24 | DEV000001
HDR_DST_HELP_FEDS LOUIS 2012-12-20 17:00:24 DEV000004
Special Code List for the NLETS Help File Query — Do not
HDR_DST_HELP_FILES change the titles of the groups or the first two characters of any of ADMIN 2012-12-20 17:00:24 |CPI000D04
the codes
HDR_DST_OTHER MLETS Other Destination Codes - should have flags value of ‘0" RYAN 2013-10-08 11:14:31  DEV0O0004
HDR_DST_REGION MLETS Destination Region Codes - should have flags value of R" RYAN 2013-10-08 11:14:46 |DEV000025
HDR_DST_RQ ADMIM 2012-12-20 17:00:24 \DEV000001
HDR_DST_STATE US State Destination Codes - should have flags value of '8" RYAM 2013-10-08 11:12:45 |DEV000012
HDR_MEXICC Listing of Mexican States from NCIC 2000 Code Manual. MATT 2012-12-20 17:00:24 \DEV000001
HDR_MKE_AM ADMIN 2012-12-20 17:00:24 | DEV000001
HDR_MKE_BATCH Batch MKE List ADMIM 2012-12-20 17:00:24 \DEV000001
HDR_MKE_CA LOUIS 2012-12-20 17:00:24 | DEV000001 -
Fr—u
Click OK to Click Cancel to
accept choice cancel and

Select Code List

e Select a Code List to access the backups for. You can only select a single code
list backup at a time.
e Click OK to access the backups for the selected code list, or Cancel to cancel
out of the window and go back to the main Configurator screen.
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Enter search Click to select

text to filter from list
— B
9 Configurator: Get\}v{e List Backup Record I &J
Get Code List Records — Cont: 2
Enter Search Text
[ - |
Name & Description [ user Modii | LastModified [ version
ARC_EXCLUDE_TYPES 201405121650 DEV000001 MARIA 2014-05-12 16:50:08 | DEV000001
ARC_EXCLUDE_TYPES.20140513.1209.DEV000002 TYLER 2014-05-1312:09:41  DEV000002

Kool

Click OK to Select Backup Version Click to cancel
accept choice and close

e Select a Code List backup. You can only select a single code list backup at a
time.

e Click OK to access the selected backup, or Cancel to cancel out of the window
and go back to the main Configurator screen.
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6.8 — Code List Menu Access

To use the Code List Action menu:

e Open the Configurator Module.

e Open any Code List screen containing an Action menu item.

Click Hover over Code List
Action Fields Screen Area

Corfigurator: News Code Li

Code List

=] Gﬁ;p Table - Add

¥ 4 Group Table - Accept jlCenci
Version &2 Group Table - Delete  Length Description
ootz Ue= L} Code List Table - Add
Date/Time Last Modified +” Code List Table - Accept  [© ength {free text) [] Store In DB [¥] Sort Code List
& Code List Table - Delete
Find: | @ oK Count:
rGroup x Cancel
. [ Apply -
VR 3 DL + 3 % B D
Group A | sont [ Code & Description

-

Code List Menu Access

e Click the Action menu.
e Hover over Code List Fields Screen Area.
e Select from list provided.
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Chapter 7 — Vehicle Code Configuration

Vehicle codes are a set of fields that would normally be code list fields but have a very
specific interaction between them. The complication inherent with this interaction meant
the need for a separate section within the OpenFox® Configurator specifically for
vehicle codes. This section deals with the interaction between the Vehicle Makes,
Vehicle Models, and Vehicle Styles, which are all tied very tightly together to create not
just a single list for each field, but an interdependency that allows only select values
from one field to allow only select other values from another field.

The OpenFox® Configurator Vehicle Code screens are used to supply the information
necessary to define Vehicle Code records. The OpenFox® Configurator Vehicle Code
screens allow the administrator to create new Vehicle Code records, modify existing
Vehicle Code records, copy existing Vehicle Code records, export Vehicle Code
records, import Vehicle Code records, delete Vehicle Code records, or interact with
Vehicle Code backups, all with immediate effect and without any other software
changes or system reboots.

NOTE: Deleting a Vehicle Code record will erase the vehicle code information from the
system completely. The Vehicle Code information will no longer be available in the
database.

NOTE: There will only be one functioning vehicle code list operating at any given time.
Generally, this is the vehicle code list called VEHICLE _CODES. All other vehicle code
lists are backup or test versions.

The OpenFox® Configurator Vehicle Code screens, their text-fields, lists, options and
buttons are as follows:
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7.1 — Add New Vehicle Code

To configure a new Vehicle Code:

e Open the Configurator Module

Click Vehicle Click New Click OK
Code
Configurator M=
Configur
“; O|Message Keys
% | Station -
- U] ¥ New
& /User
: 1 © Modify
[} -} Code List 5
~ Copy K
< ¥ Vehicle Code vo
3 O Export
& O Security Roles -
% O lmport &8 Exit

1o Agency

i © Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Vehicle Code from the left column.
e Select New from the middle column.
e Click OK.
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Enter a unique
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Automatically-
generated information

Enter human-
readable description

Last Modified By User

v

| NCIC Vehicle: Make & Auto Model | NCIC Vehicle: Model & Style

Date/Time Last Modified

/
Configurator: New Vehielg Code / \ / EiE
Configure Action /
Vehicle Code A | { =
Version l LR

N

-

[_] Store In DB

| Fing: |

| & [+] Count:
rMake (i.e. The ) rAutomobile Model
Code A | Description [st. ] Al
Vehicle Types

Category
® Generic
) Specific
O Military
) Guard

Edit Make Fields - Edit Automobile Model Fields:

ﬁma 1’4 P4 o L 1’4 P4
Code Start Code
‘De%b“ ‘Description
/ ‘ v Qé ‘ & CaanI ‘ Epply
/
Click to add Click to commit Click to cancel Click to commit Click to add
manufacturer changes and close changes and changes model
close
New Vehicle Code
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7.1.1 — New Vehicle Code Window
The procedure for creating a new vehicle code is covered in detail below:

e Enter a unique Vehicle Code ID.

e Enter a Description.

e Select Store in DB if this code list must be accessible to all stations sending
traffic through the switch (or leave it blank if this code list is only to be used within
OpenFox® Desktop).

e Enter any other desired or necessary information.

e Click OK to accept changes and clear screen, Cancel to cancel the changes and
return to the main OpenFox® Configurator screen or Apply to accept changes
and stay in this screen.

7.1.1.1 — New Vehicle Code Fields
Vehicle Code - Enter a unique value for each vehicle code list. Alphanumeric

characters, as well as the hyphen character, are allowed.

Version - This is a read-only field, it is not interactive in any way. The system
automatically updates this field upon submission of any modification of the vehicle code
record to the OpenFox®.

Last Modified By User - This is a read-only field, it is not interactive in any way. The
system automatically updates this field upon submission of any modification of the
vehicle code record to the OpenFox®.

Date/Time Last Modified - This is a read-only field, it is not interactive in any way. The
system automatically updates this field upon submission of any modification of the
vehicle code record to the OpenFox®.

Description - Enter a description for the Vehicle Code in the Description field. This is a
free-text description only used for viewing. It has no bearing on transactional behavior,
but helps in understanding configurations when troubleshooting.

Store in DB - Indicates that this code list will be usable by the OpenFox® Message
Switch as well as OpenFox® Desktop. If this check box is not check, only modules
within Desktop will be able to access this code list and its values for field validation.
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7.1.1.2 — Vehicle Code Find Fields
Find - Enter a value in this field to search against the existing values in the vehicle
code.

Next - Click this button to cycle down through the matching values discovered during
the previous Find operation.

Previous - Click this button to cycle up through the matching values discovered during
the previous Find operation.

Count: - This is a read-only field that reports the number of matches obtained during
the previous Find operation.

7.1.1.3 - Vehicle Code Make Fields
Category - Select which category of Make to edit.

Add - Add new group into make table. Users will need to click Apply or OK to save
changes into the database.

Accept - Accept changes to make table. Users will still need to click Apply or OK to
save changes into the database.

Delete - Remove selected vehicle make from make table. Users will still need to click
Apply or OK to save changes into the database.

Code - Enter the value that will be sent as field data for this field.

Description - Enter the value that the users will see as a “friendly name” for this field
(e.g. a description of “Chevrolet” for the vehicle make code “CHEV”).

Start - The start position where the vehicle make code can be edited by the user.

Vehicle Types - Select the available vehicle types allowed for this vehicle make.
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7.1.1.4 — Automobile Model Fields
Add - Add new field into fields table. Users will need to click Apply or OK to save
changes into the database.

Accept - Accept changes to fields table. Users will still need to click Apply or OK to
save changes into the database.

Delete - Remove selected field from fields table. Users will still need to click Apply or
OK to save changes into the database.

Code - Enter the value that will be sent as field data for this field

Description - Enter the value that the users will see as a “friendly name” for this field
(e.g. a description of “Mustang” for the vehicle model code “MUS”).

7.1.1.5 - Model & Style Tab Fields
Vehicle Type - Select which vehicle type to modify.

Add - Add new field into fields table. Users will need to click Apply or OK to save
changes into the database.

Accept - Accept changes to table. Users will still need to click Apply or OK to save
changes into the database.

Delete - Remove selected field from table. Users will still need to click Apply or OK to
save changes into the database.

Code - Enter the value that will be sent as field data for this field

Description - Enter the value that the users will see as a “friendly name” for this field
(e.g. a description of “Mustang” for the vehicle model code “MUS”).
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7.2 — Modify Existing Vehicle Code

To modify an existing Vehicle Code:

e Open the Configurator Module

Click Vehicle Click Click OK
Code Modify
Configurator M=
Configu
“; C|Message Keys
% | Station
- U] 7 New
& < User
_ 21 ¥ Modify
[ -} code List
_I© Copy v OK
<» v Vehicle Code =
3 O Export
& O Security Roles -
% O lmport &8 Exit
1o Agency
Il © Delete
&' © watch Dog |
— ) Backups
59 © Computer
4f O License

Configurator

e Select Vehicle Code from the left column.
e Select Modify from the middle column.
e Click OK.
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I Configurator: Modify Vehicle Code
Configure Action

g
[
[

Enter Vehicle
Code ID I~

Vehicle Code -

Version Descrption
Click to get L
d | Las ser Date/Time Last Modified
entgre [ NCIC Venicle: Make & Auto Model || NCIC Vehicle: ModeLacSTyie |
vehicle code |
Find: [+] (1] Count:

e (i.e. The A Model

Click to select . B il
vehicle code -
from list

Vehicle Types

Category

Click to
commit
changes

Click to cancel
changes and
Edit Al ile Model Field:

- Code start
Click to -

commit Description \ Description
changes and \P ¥ OK \‘\ % cancel \f [ Apply

close Edit Make Fields =
( 2 v \z\ @ v %

Modify Vehicle Code

e Enter the Vehicle Code ID then click Get to retrieve the code list record. You
may click the Binocular button to display the Get Vehicle Code Dialog
Window. This window will list all vehicle code records contained in the system
for you to choose from.

e Modify the fields in the vehicle code record as desired.

e Click OK or Apply to commit your changes to the database. Click Cancel to
clear the screen and return to the main Configurator GUI screen.
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7.3 — Copy Existing Vehicle Code

To copy an existing Vehicle Code:

e Open the Configurator Module

Click Vehicle Click Copy Click OK
Code
Configurator e
Configu
“; C|Message Keys
% Z| Station -
- U] [ New
& User
: 4 0 Modify
[ -} code List 5
Y. Copy K
< ¥ Vehicle Code Yo
3 O Export
& O Security Roles -
% Olmport o8 Exit
1o Agency
Il © Delete
&' © watch Dog |
- £ Backups
59 © Computer
d\;f’ = License

Configurator

e Select Vehicle Code from the left column.
e Select Copy from the middle column.
e Click OK.
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close - -
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CI|Ck to Code Start \ Code
. Description Description
commit — = _
changes and > ok "% cancel L Apply

Copy Vehicle Code

e Enter the Vehicle Code ID then click Get to retrieve the code list record. You
may click the Binocular button to display the Get Vehicle Code Dialog
Window. This window will list all code list records contained in the system for
you to choose from.

e Enter a unique (i.e. “copy-t0”) Vehicle Code ID.

e Modify the fields in the Vehicle Code record as desired.

e Click OK or Apply to commit your changes to the database. Click Cancel to
clear the screen and return to the main Configurator GUI screen.

Ver. 7.2.0 Vehicle Code Configuration 158



7.4 — Export Vehicle Code

To export a Vehicle Code:

e Open the Configurator Module

Click Vehicle Click Click OK
Code Export
Configurator M=
Configu
“; C|Message Keys
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& User
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B Copy v OK
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Configurator

e Select Vehicle Code from the left column.
e Select Export from the middle column.
e Click OK.
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Vehicle Code ID Vehicle Code W
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be exported.
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cancel and close -
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\%M@| T Oremoem |

Click OK to - -

accept T YK |~ % cancel

Export Vehicle Code

e Select the vehicle code records to export.
e Click OK.
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E Configurator: Export Vehicle Code Records To Directory ﬁ

Look In: |IjDF.5k’top 'l & @@ @E
1 Files
1 Folders
1 Links

Folder name: |C:'I.User5\Ru55\D es ktnpl |
Files of Type: | Al Files

Export Vehicle Code Records To Directory

e Select the directory on your local P.C. to export the vehicle code records to.
e Click OK to export the selected records to the local P.C. as XML files.
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7.5 —Import Vehicle Code

To import a Vehicle Code:

e Open the Configurator Module

Click Vehicle Click Click OK
Code Import
Configurator M=
Configu
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B} Copy v OK
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Configurator

e Select Vehicle Code from the left column.
e Select Import from the middle column.
e Click OK.
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List of files to
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cancel and
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> OK
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Pick Resources to Import

e Select the Vehicle Code List file(s) to import. You can use the Shift and/or Ctrl

keys on your keyboard to select multiple files at once.

e Click OK to complete the import, or Cancel to cancel the import and go back to
the main Configurator screen.
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7.6 — Delete Vehicle Code

To delete a Vehicle Code:

e Open the Configurator Module

Click Vehicle Click Click OK
Code Delete
Configurator H=
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‘' Copy K
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Configurator

e Select Vehicle Code from the left column.
e Select Delete from the middle column.
e Click OK.
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Delete Vehicle Code

e Select the Code List record(s) to delete. You can use the Shift and/or Ctrl keys
on your keyboard to select multiple files at once.
e Click OK to delete selected records, or Cancel to cancel the delete and go back
to the main Configurator screen.
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7.7 — Vehicle Code Backups

To access Vehicle Code Backups:

e Open the Configurator Module

Click Vehicle Click Click OK
Code Backups
Configurator e
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- U] [ New
& User
: 4 0 Modify
[ -} code List 5
- Copy K
< ¥ Vehicle Code vo
3 (" Export
& O Security Roles -
% U Import &8 Exit
1o Agency
M { Delete
&' © watch Dog |
- £Jv Backups
59 © Computer
d\;f’ = License

Configurator

e Select Code List from the left column.
e Select Backups from the middle column.
e Click OK.
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Enter search Click to select
text to filter from list
9 Configurator: SelecN\Which "Vehicle Code Record' To Get Backup Files For I @
Get Vehicle Code Records -/Count: 9
Enter Search Text
[ = |
MName & | Description | User Modif \ Last Madified | Wersion
JIMTESTA Testing JIM 2013-06-11 15:50:08 DEV000001
VEHICLE_B4_TOUO701 JIn 2012-12-2017:02:18 DEV0OOO002
'VEHICLE_CODES VEHICLE_CODES file Louis 2015-04-13 11:52:37 DEV0O00869
VEHICLE_CODES-B4DEMO RYAM 2012-12-2017:02:18 DEV0OO0003 I
VEHICLE_CODES-BACK ADMIN 2012-12-20 17:02:18  CPI0D0OT16
VEHICLE_CODES_B4AUGOS ELI 2012-12-2017:02:18  DEV00OO001
VEHICLE_CODES_B4JUNEDS ELI 2012-12-20 17:02:18  DEV00O0001
'VEHICLE_CODES_B4_0805 ELI 2012-12-2017:02:18  DEV00OO001
VEHICLE_CODES_TOU_11-3 NATE 2012-12-20 17:02:18  DEV0O0O0006

28 concor—

Click OK to
accept choice

Select Vehicle Code

Click to cancel
and close

e Select a Vehicle Code to access the backups for. You can only select a single

vehicle code backup at a time.

e Click OK to access the backups for the selected vehicle code, or Cancel to
cancel out of the window and go back to the main Configurator screen.
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Enter search

Click to select

text to filter from list
9 Configurator: Get\V\hicle Code Backup Record I &J
Get Vehicle Code Records unt: 20
Enter Search Text
- |
Name & Description | Userrﬂodw_ﬂg/ | LastModified [ version
WVEHICLE_CODES 20130314.1219.DEV000850 JiM 2013-03-14 12:18:48 | DEV0D00850
VEHICLE_CODES.20130408.1043.DEV000851 CPIMILETTE 2013-04-08 10:43:068 DEV0O0O0S851
WVEHICLE_CODES 20130408.1138.DEV000852 CPIMILETTE 2013-04-08 11:38:48 | DEVD0O0B52
WVEHICLE_CODES.20140506.1502.DEV000853 VEHICLE_CODES file BOBP 2014-05-06 15:02:28 DEV0O00853 i
WVEHICLE_CODES . 20140512.1232 DEV000854 VEHICLE_CODES file BOBP 2014-05-12 12:32:23 | DEV0D00854
WVEHICLE_CODES.20140512.1311.DEV000855 VEHICLE_CODES file BOBP 2014-05-12 13:10:48  DEV0OO0855
WVEHICLE_CODES.20140512.1316.DEV000856 VEHICLE_CODES file BOBP 2014-051212:15:34  DEV0OO0B56
VEHICLE_CODES.20141007.1517.DEVO00857 VEHICLE_CODES file CPIMILETTE 2014-10-07 15:17:31  DEV0OOO857
WEHICLE_CODES.20141103.1235.DEV000858 VEHICLE_CODES file BOBP 2014-11-0312:35:23 DEV0O0O0858
VEHICLE_CODES.20141103.1237.DEV000859 VEHICLE_CODES file BOBP 2014-11-03 12:36:59 DEV0O00859
WEHICLE_CODES.20141103.1239.DEV000860 VEHICLE_CODES file BOBP 2014-11-0312:39:15 DEV0OOO0&60
'VEHICLE_CODES.20141103.1241.DEV000861 VEHICLE_CODES file BOBP 2014-11-03 12:40:31  DEV0O00S61
WEHICLE_CODES.20141103.1243.DEV000862 VEHICLE_CODES file BOBP 2014-11-03 124251 DEV000862
WVEHICLE_CODES.20141103.1244. DEV0O00863 VEHICLE_CODES file BOBP 2014-11-03 12:44:13  DEV0O00863
VEHICLE_CODES.20141103.1313.DEV000864 VEHICLE_CODES file BOBP 2014-11-0313:12:42 DEVDO0S64
WVEHICLE_CODES.20141103.1314.DEV000865 VEHICLE_CODES file BOBP 2014-11-03 13:14:11  DEVOO08E5
WEHICLE_CODES.20141104.1608.DEV000866 VEHICLE_CODES file BOBP 2014-11-04 16:08:09 DEVOOO0S66
WVEHICLE_CODES.20141104.1610.DEVO00867 VEHICLE_CODES file BOBP 2014-11-04 16:09:43 DEVOOOSG7
WEHICLE_CODES.20141105.1028.DEV000868 VEHICLE_CODES file BOBP 2014-11-05 10:28:31 DEV0O0D0S68
VEHICLE_CODES.20150413.1152.DEV000869 VEHICLE_CODES file Lous 2015-04-13 11:52:37 DEV000869
Fr—u

Click OK to
accept choice

Select Backup Version

Click Cancel to
cancel and

e Select a Vehicle Code backup. You can only select a single vehicle code backup

at a time.

e Click OK to access the selected backup, or Cancel to cancel out of the window
and go back to the main Configurator screen.
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7.8 —Vehicle Code Menu Access

To use the Vehicle Code Action menu:

e Open the Configurator Module.
e Open any Vehicle Code screen containing an Action menu item.

Click
Action

Hover over Vehicle Code
Fields Screen Area

Select
from list

Find:
-Make (i.e. The Manuf:
Code A
Category
*) Generic
) Specific
) Military
) Guard
Edit Make Fields—
Code
Description

NCIC‘éﬂIe:
NCIC Vehicle:
HCIC Vehicle:
NCIC Vehicle:
£ NCIC Vehicle:
%" NCIC Vehicle:
S ncic vehicle:
HCIC Vehicle:
L NCIC Vehicle:
+” NCIC Vehicle:
88 neic venicle:
NCIC Vehicle:
NCIC Vehicle:
NCIC Vehicle:
NCIC Vehicle:
MCIC Vehicle:
NCIC Vehicle:
NCIC Vehicle:
NCIC Vehicle:
HCIC Vehicle:
MCIC Vehicle:
NCIC Vehicle:
NCIC Vehicle:
£ NCIC Vehicle:
%" NCIC Vehicle:
88 neic venicle:
£ NCIC Vehicle:
%" NCIC Vehicle:
88 neic venicle:
" OK
88 cancel

(1) Apply

Make & Auto Model Tab: Display Generic Makes
Make & Auto Medel Tab: Display Specific Makes
Make & Auto Model Tab: Display Military Makes
Make & Autc Model Tab: Display Guard Makes
Make & Auto Model Tab: Make Table - Add

Make & Auto Model Tab: Make Table - Accept
Make & Auto Medel Tab: Make Takle - Delete
Make & Auto Model Tab: V.T. Clear All

Make & Auto Model Tab: Auto Table - Add

Make & Auto Model Tab: Auto Table - Accept
Make & Auto Model Tab: Auto Table - Delete

Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:
Model & Style Tab:

Display Aircraft Models
Display Assembled Models
Display ATV-Generic Models
Display ATV-Specific

Display Automobile Models
Display Construction Models
Display Farm Models
Display Metorcycle Models
Display Snowmaobile Models
Display Special Models
Display Trailer Models
Display Truck Models

Medel Table - Add

Model Table - Accept

Medel Table - Delete

Style Table - Add

Style Table - Accept

Style Table - Delete

) Mailbox for CPIRUSS - Inbox

“4 Configurator: New Vehicle Code

N

Vehicle Code Menu Access

e Click the Action menu.

e Hover over Vehicle Code Fields Screen Area.

e Select from list provided.
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Chapter 8 — Security Role Configuration

A set of rules that govern what a station or user can do within the OpenFox® Message
Switch is referred to as a “Security Role”. Each Security Role has a single record
entered into the database that defines what transactions, commands, other authorities,
and other security roles users and stations are authorized to use.

The OpenFox® Configurator Security Role screens are used to supply the information
necessary to define Security Role records. The OpenFox® Configurator Security Role
screens allow the administrator to create new Security Role records, modify existing
Security Role records, copy existing Security Role records, export Security Role
records, import Security Role records, or delete Security Role records, all with
immediate effect and without any other software changes or system reboots.

NOTE: While changes to the security role record are immediate, any changes to the
security role will not affect a user’s current session if the user is logged in when the
changes are applied to a security role which has been assigned to them. The user will
have to close any open session and open a new session for these changes to take
effect. An administrator can force a user’'s session to reset by setting the user down
and resetting the user. For more information on OpenFox® commands, see the
OpenFox® Systems Guide.

The OpenFox® Configurator Security Role screens, their text-fields, lists, options and
buttons are as follows:
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8.1 — Add New Security Role

To configure a new Security Role:

e Open the Configurator Module

Click Security Click New Click OK
Roles
Configurator M=
Configu

“; C|Message Keys

% | Station
- U] ¥ New
& | User
: 4 © Modify
|} 7} code List
B Copy v OK
= ['Vehicle Code
3 O Export
& 7 Security Roles -
% O lmport &% Exit
1o Agency
Il © Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Security Roles from the left column.
e Select New from the middle column.
e Click OK.
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Simple Advanced Clear Security Role Application
Search Search Screen Role Name Description Filter
\ /

\\.. Curlﬁnurﬂ}‘ur: New Security Roles © /

/

Configure ngkan /
\ / /
Security Roles) / / - —
rSearch: Sem&y Roles / / SECLIVES S | » |
Simple Search / / Descripliunl A |
[ Transaction — For Application [OPARFOX -] Last Madified E
o L Granted [ Sumgary [ Transaction | Command | Gttier | Granted | \
Application 7772 r Transpctions (MKEs) i
Transaction (MKE's) |
S Advancéd Search | | P4 CIeaécreen |
Security Roles
AN
CPIJIMTEST
CPIRYAMN \
CRIRYANZ rc t
CPIRYAMNMAIN ommand \ Command Flags |
FULLACCESS
il
QUERT 4
QUERYGCH /
QUERYMVD / \
RECORDS / T ‘
TAC / Other |

nted Security Roles: Security Roles C

In The Security Role

Granted

\

l‘\
|
|

/
/ ™ |Rgeg€e | @Ejpy | Dl%gdirv |

| g | [sgrea || Dgwy | grewn | | ogen ||

N 7 — \

Existing Existing Tabs New Role Help Date last
Roles Actions Actions modified

label.

New Security Role

possible in the text box following the Description label.

Select the Application the Security Role is for.
Add desired Transactions, Commands, Other Authorities, and Security Roles.
Click OK to accept the changes and close the window, Cancel to cancel the

Enter a unique Security Role name in the text box following the Security Role

Enter the full descriptive text that will describe this Security Role as fully as

changes and close the window, or Apply to accept the changes and keep the
window open.
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8.1.1 — Security Role Fields
Simple Search - Quickly search through the list of existing Security Roles using fields
present on the form.

Advanced Search - Provides a more-detailed search through the list of existing
Security Roles using a dedicated search screen.

Clear Screen - Clears the screen of any entered information.

Security Roles - A complete list of all existing Security Roles by default, or a matching
list of the returned values from a search.

Security Role - Enter a unique name for this Security Role.
Description - Enter the full text of the description for this Security Role.

For Application - Select the application this Security Role will apply to from the drop-
down list provided.

Last Modified - Date the Security Role was last modified. This will be automatically
updated by the system.

Summary Tab - Quick overview of items contained within the Security Role.

Transaction Tab - Available and selected MKEs contained within the Security Role.
This tab is where you select the MKESs to be assigned to this Security Role.

Command Tab - Available and selected commands contained within the Security Role.
This tab is where you select the OpenFox® Commands to be assigned to this Security
Role.

Other Tab - Available and selected special authorities contained within the Security
Role. This tab is where you select Other Authorities to be assigned to this Security
Role.

Granted Tab - Available and selected Security Roles contained within the Security
Role. This tab is where you select other Security Roles to be nested into this Security
Role.

New - Changes the mode of the current Security Role window to the New Security Role
window.

Delete - Changes the mode of the current Security Role window to the Delete Security
Role window.

Copy - Changes the mode of the current Security Role window to the Copy Security
Role window.

Modify - Changes the mode of the current Security Role window to the Modify Security
Role window.
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OK - Click this button to accept the changes to this Security Role record and close the
New Security Role Configurator window.

Cancel - Click this button to cancel the changes to this Security Role record and close
the New Security Role Configurator window.

Apply - Click this button to accept the changes to this Security Role record and keep
the New Security Role Configurator window open.

Revert - Click this button to cancel the changes to this Security Role record and keep
the New Security Role Configurator window open.

Help - Click this button to open an online interactive help screen.

In the New Security Roles screen, you will see five tabs: Summary, Transactions,
Command, Other, and Granted.
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8.1.2 — Summary Tab

. Configurator: New Security Roles 7/ 2 i mns FIERE
Configure  Action
Sem:h: S Security Role | |
Simple iption| J
[ Transaction [_] command For Application  OPENFOX ~ Last Modified
[ Other [] Granted ST
ication 272 [+] | < simploSearch | I:T'ﬁﬂsmiv"ﬂMKESII
Transaction (MKE's)
‘ 2 Advanced Search ‘ ‘ 88 ciear Screen ‘
Security Roles
ADMIN
CRUIMTEST
CPIRYAN
CPIRYAN2 [Cenmends]
CPIRYANMAIN Command ] Command Flags
FULLACCESS
n
QUERY
QUERYCCH
QUERYMVD
RECORDS
TAC GOther
| Granted Security Roles: Security Roles Contained In The Selected Security Role |
Granted
‘ ) New H 52 pelete || [ copy H [ Modity ‘ ‘ ' OK ‘ ‘ &2 cancel ‘ ‘ [ Appiy ‘ | ) Revert ‘ ‘ 2 Help

Summary Tab

The Summary tab provides a quick overview of the other tabs. It contains a snapshot
of Transactions (MKEs), Commands, Others, and Granted Security Roles:
Security Roles Contained In The Selected Security Role.

NOTE: This is a passive tab for review only. No modification can be made to the
contents of the Security Role from this tab.
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8.1.3 — Transaction Tab

4 Confagurstor: Hew Secus ity Holes d'd '4
Confige Action
Sec
Search: Secuity Rokes -
Simmple Search
[ Transaction Coanamand Lo e
e Al el
Applcaion 177 - e Sampe Semch
- Il MKE |
i Aidvianced Search B Ciear Scroem ¥ :{
5
Facurey Roipy | 10
e o
CPUMTEST "
CPRTAN | 3
CPRANY | s
CRIRTANNAR ¥
FULLACCESS 5
i 5
GUERT §
QUERTCCM | o
SUERTMVD | 14T
RECORDS | JACHR
TAL BACON
| SADEC
BEF
saEaE
sarce
$AFNE
s =
_] Add Selected ) Add a8
i e 2 Crear Fer J Rermer Sebrctes 2 Remaw AN
) e o petent Copy ) Moaty o o ancat ) Ay Havert o el

Transaction Tab

The Transaction tab provides a list of Message Keys (MKESs) that this Security Role
grants the permission to use. MKEs that are available to add to the Security role are in
the Available MKEs list on the left. MKEs that are already added to the Security Role
are in the Granted MKEs list on the right.

To add a new MKE to the Security Role:

e Select each MKE from the Available MKEs to add to the Security Role.
e Click Add Selected.
e Review and verify the list of Granted MKEs.

To add all MKEs to the Security Role:

e Click Add All.
e Review and verify the list of Granted MKEs.
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To filter the list of MKESs to choose from:

e Click Filter.
e Select filtering criteria.
e Click OK.

To remove the filter from the list of MKESs to choose from:

e Click Clear Filter.

To remove a MKE from the Security Role:

e Select each MKE from the Granted MKEs to remove from the Security Role.
e Click Remove Selected.
e Review and verify the list of Granted MKEs.

To remove all MKEs from the Security Role:

e Click Remove All.
e Review and verify the list of Granted MKEs.
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8.1.4 — Command Tab

., Configurator: Hew Secuity fioks dd &
Conligars  Agtion
Secun fy Hode.
Seach; Secuity Holes -
. Lant Meeied
Transaction Commenand
CHhes Granted
Application 777 bt e Sample Samch | . -
Command Commard Flags
-
5 Av e Search B Clear Screem !
Bupeirity Fabics |
Jome |
CPLAMTEST
CPIRYAM
CRIRFANT ]
C PR ARBAR Gand R Licerses of Apency, e
FULLACCESS Ot Agancy, Wutple Stasons, |8
GUERT
GUERTECH
QUERTWD
RECORDS
TAC
£ il Of AgnCy, Multipht Gasions, :
=
R8T Stasons CF Agancy, Mubple Stasons, |
TC
HCT
[5F7
5P7
55 Stasons OF Agancy, Multph Sasons, [
| R Sebected | _J el A (3 Remave Seiecied I Remao AN
] Hew 4 Detete = oy ) Moaty oK H gancnl | ety | A fven wiva |

Command Tab

The Command tab provides a list of the OpenFox® commands that this Security Role
grants the permission to use to generate reports or perform other actions within the
OpenFox® Message switch. This includes station reports, user reports, message key
reports, purge command, etc.

To add a new Command to the Security Role:

e Select each Command from the Available Commands to add to the Security
Role.

e Click Add Selected.
e Right-click the command and select any required flags.
e Review and verify the list of Granted Commands.
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To add all Commands to the Security Role:

e Click Add All.

e Select each command that requires flag changes, right click and choose the
appropriate flags.

e Review and verify the list of Granted Commands.

To remove a Command from the Security Role:

e Select each Command from the Granted Commands to remove from the
Security Role.

e Click Remove Selected.

e Review and verify the list of Granted Commands.

To remove all Commands from the Security Role:

e Click Remove All.
e Review and verify the list of Granted Commands.
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8.1.5 — Other Tab

‘% Configuraton: Kew Security fules =g
Configare  Action

Search: Security Foles.

X Samgde Semch Movaibalble: Ofhes Rustho s - Gaared Ches

For tion OPENTOK - Last Medified
Thansactn L eeremund e
e — sy tromacon | Commns [z Jprwnea
Applcation 177 -

5 Rivamced Search 2 Clear Scinem CAM BEND MLETS TRAFFIC

ICAM UPDATE NLETS HELP

Sacurny Foles. |
e |
PAAMTEST

CRIRTAN

CPIRYAND . C
DESKTOR ADMINISTRATOR:
FULLACCESS D0 NOT IMTERCERT TRAFFIC

CRIRYANMAR

| NTERCEFTOR ACCEES
GUERY 08 AD ACCESS
GUERTECH | oo T R
SUERTMVD 1l | s wes

RECORDS | | feew cracience

T 11

) hid Salected | ) dd 48 8 Remenn Srbacied 12 Toamonsn Al
ew || pesere Toemy || ] Meary + on 3 cancel ) Aopdy 7 Bevert i el
Other Tab

The Other tab provides a list of the “other” functionalities and authorities that can be
assigned to a user or station. This includes the ability to use any ORI within the system,
which configurator access (if any) is granted, whether or not to allow access to
Interceptor, etc. These authorities are configurable and are installation-specific.

To add a new Other Authority to the Security Role:

e Select each item from the Available Other Authorities to add to the Security
Role.

e Click Add Selected.

e Review and verify the list of Granted Other Authorities.
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To add all Other Authorities to the Security Role:

e Click Add All.
e Review and verify the list of Granted Other Authorities.

To remove Other Authorities from the Security Role:

e Select each Other Authority from the Granted Other Authorities to remove from
the Security Role.

e Click Remove Selected.

e Review and verify the list of Granted Other Authorities.

To remove all Other Authorities from the Security Role:

e Click Remove All.
e Review and verify the list of Granted Other Authorities.
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8.1.6 — Granted Tab

' Configuistor: Hew Secusity Roles el 'd
Configure  Agtion
Secerfty Rnde
Search Security Holes B
For Apphcation  OPERFOX - Last Moditied
" Transaction Coememand
e ki Sy Jronsactien | Commang | oot || Glanca |
Applcation 117 w | samle Semch oo aanod
Granied | Orated
5 Rvarced Search i Chear Sereen Ao min |
CPLNTEST
[ Boturiy Foles (PN
ADwe CPITTANT
£ FLIMTEST P———
CRIRAMN lFuLsccess
CRIRTAMI 1
CRIFTANMAR GUERT
FULLACCESS QUERTCEH
n UMD
SUERT IR
SUERTCCH rac
QUERTMVD |
RECORDE
TAC
_| Ao Selected ) Add AR T Remsvn Sebected ) Fosmowe &l
w3 Dt Teepy || L) Moty o oK & cancel ) Apply N Rt s Helg

Granted Tab

The Granted tab provides a list of the other Security Roles that this Security Role
grants the permission to use. This feature allows for “nested” Security Roles, making
for a more streamlined approach to permission granting.

To add a new Granted Authority to the Security Role:

e Select each item from the Available Authorities to add to the Security Role.
e Click Add Selected.

e Review and verify the list of Granted Authorities.
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To add all Available Authorities to the Security Role:

e Click Add All.
e Review and verify the list of Granted Authorities.

To remove Granted Authorities from the Security Role:

e Select each Granted Authority from the Granted Authorities to remove from the
Security Role.

e Click Remove Selected.

e Review and verify the list of Granted Authorities.

To remove all Granted Authorities from the Security Role:

e Click Remove All.
e Review and verify the list of Granted Authorities.
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8.2 — Modify Existing Security Role

To modify an existing Security Role:

e Open the Configurator Module

Click Security Click Click OK
Roles Modify
Configurator M=
Configu
“; C|Message Keys
% | Station -
- U] 7 New
& | User
_ 21 ¥ Modify
[} -} Code List
_I© Copy v OK
= ['Vehicle Code
3 O Export

@ ’ Security Roles

% O lmport &% Exit

1o Agency

i © Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Security Roles from the left column.
e Select Modify from the middle column.
e Click OK.
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Select Simple

\\.. Configurator: Modify Security Roles

ID__V
@
=

Configure Action

Search L securyRoles F— i
Parameters [Setiegecuriy on 5
Simple Semu‘ =
[ Transaction [ Command i ication OPENFOX Ad| (CEICERTES] I:l
o - ot Sy Transacton | Conmand | Oter | Grariod
Click jon|OPENFOX || <5 Simple Search \ ~T ions (MKES)
AdV an Ced I Transaction (MKE's)
52 Advanced Search | | “ Clear Screen |
Search /V
Security Roles §
[ADMIN il
CPIRVAN ff
SEIeCt. —TRIRYAN2 /|;
Security Role CPIRVANKAIN |ii e ‘
. FULLAGCESS Comrmand Comrmand Flags
from list . fi
INTERCEBTOR_ACCEDS .
. L awgry ff
MOdlfy T |avervecn ;
Security Role ouERIND |
as needed reeeree e =5
WEATHER_REGION_D1 |
e WEATHER_REGION_02 .
Select SpeCIfIC ||| [WEATHER_REGION_03 ;
Security Role | [FEreE_REGIoN 04 ii
act]o n a:::ii:iim:\ Security Roles: Security Roles Contained In The;:::i:u Security
WEATHER_REGION_07
WEATHER_REGION_08 NN
WEATHER_REGION_08
Select SHWEATHER_REGION_10
Security Role 0 L=
Menu Option [ Diwew |[ #oeete | [ Ficom || Omodiy | | ok | | #cace | | Daow | | Ageen | | ohem

Modify Security Role

e Enter the Role ID then click Get to retrieve the Security Role record. You may
click the Binocular button to display the Get Security Role Dialog Window.
This window will list all security role records contained in the system to choose
from. To use the full search feature, click the Search button to the left of the OK

button.

e Modify the fields in the security role record as desired.
e Click OK or Apply to commit your changes to the database. Click Cancel to
clear the screen and return to the main Configurator GUI screen.
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8.3 — Copy Existing Security Role

To copy an existing Security Role:

e Open the Configurator Module

Click Security Click Copy Click OK
Role
Configurator M=
Configu
“; C|Message Keys
% | Station
- U] 7 New
& | User
: 41 <) Modify
[l -t Code List
B Copy v OK
= ' \ehicle Code
3 O Export
& 7 Security Roles -
% O lmport &8 Exit
1o Agency
i = Delete
&' © watch Dog |
- £ Backups
59 © Computer
4f O License

Configurator

e Select Security Role from the left column.
e Select Copy from the middle column.
e Click OK.
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"\\. Caonfigurator: Copy Security Roles - = r:lJ FXJ
Configure Action
Security Roles
) Security Role | ]

rSearch: Security

Simple Search (EEATD ‘ ‘

For Application | OPENFOX v LastModified |

[] Transaction [[] command

o et sumary | st | Gonmand | 0ver | o |

Application[z77 Bl 5 Simple Search ‘ rAvailable ti rGranted Authorities

Granted Granted
‘ 3 Advanced Search ‘ ‘ &8 clear Screen | e
CPIIMTEST
Security Roles CFIRYAN
ADMIN CPIRYANZ
CPUIMTEST CPIRYANMAIN
CPIRYAN FULLACCESS
CPIRYAN2 il
CPIRYVANMAIN QUERY
FULLACCESS QUERYCCH
i QUERYMYD
QUERY RECORDS
QUERYGCH Tac
QUERYMVD
RECORDS
TAC
| [ Add Selected | | Dl agdan | ‘ Remove Selected | ‘ QRemovern |

| Oivew || #opetete || (com || [ modiy | [ wox | | Beance | | Dmooy | [ AReen | [ Ghen |

Copy Security Role

e Select the Security Role to copy from using the list of existing Security Roles on
the left.

e Enter a unique (i.e. “copy-to”) Security Role ID.

e The Summary tab will populate with the Transactions, Commands, Other
Authorities, and Granted Roles for the selected Security Role. Modify any of
the fields necessary.

e Click OK to accept the changes and close the window, Cancel to cancel the
changes and close the window, Apply to accept the changes and keep the
window open, or Revert to cancel the changes and keep the window open.
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8.4 — Export Security Role

To export a Security Role:

e Open the Configurator Module

Click Security Click Click OK
Roles Export
Configurator M=
Configu
“; C|Message Keys
% | Station
- U] 7 New
& | User
: 41 ) Modify
|} 7} code List
B Copy v OK
= ' \ehicle Code
3 Y Export
2 v Security Roles -
% Olmport o8 Exit
1o Agency
Il © Delete
&' © watch Dog |
— ) Backups
59 © Computer
4f O License

Configurator

e Select Security Roles from the left column.
e Select Export from the middle column.
e Click OK.
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Enter Security Click to get Click to search
Role ID Security Role Security Roles

\

Count of
Security
Roles to be
exported

“\\.\ Cnnﬁgurat\lr: Export Security Roles

Configure Ad"on

Security Role ﬁ

List of
Security
Roles to be
exported

Click to
remove
Security Role
from list

Click to
empty
Security
Roles list

Click to
cancel

Click to
export
Role(s)

Click to
search

Security Roles To Export ™ Count:0

| ?Cancgl |

Export Security Roles

e Select the security role records to export.

e Click OK.

Ver. 7.2.0

Security Role Configuration

190



r N
E Configurator: Export Security Role Records To Directory M

Look In: |IjDF.5k’top 'l & @@ @E
1 Files
1 Folders
1 Links

Folder name: |C:'I.User5\Ru55\D es ktnpl |
Files of Type: | Al Files

Export Security Role Records To Directory

e Select the directory on your local P.C. to export the security role records to.
e Click OK to export the selected records to the local P.C. as XML files.
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8.5 — Import Security Role

To import a Security Role:

e Open the Configurator Module

Click Security Click Click OK
Roles Import
Configurator M=
Configu
“; C|Message Keys
% | Station
- U] 7 New
& | User
: 41 ¢ Modify
|} 7} code List
B} Copy v OK
= ' \ehicle Code
3 o) Export
Qv Security Roles -
3} v Import x Exit
1o Agency
Il © Delete
&' © watch Dog |
— ) Backups
59 © Computer
4f O License

Configurator

e Select Security Roles from the left column.
e Select Import from the middle column.
e Click OK.
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Click to select a
directory

i B
9 Configurator: Pick Resources To Import ﬁ

H Look In: | ] Desktop— ~| = @[z Bele)

List of files to 1 Files
import ] ars
] Links
Displays
selected files N
N
Click Cancel to
cancel and
close File T . |
Files of Type: | Security Role L File -|
Click OK to

import selected
files/records

> OK — CT#ncel

Pick Resources to Import

e Select the Security Role file(s) to import. You can use the Shift and/or Ctrl keys
on your keyboard to select multiple files at once.

e Click OK to complete the import, or Cancel to cancel the import and go back to
the main Configurator screen.
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8.6 — Delete Security Role

To delete a Security Role:

e Open the Configurator Module

Click Security Click Click OK
Roles Delete
Configurator H=
Configu
“; C|Message Keys
% | Station -
- U] 7 New
& | User
: 41 Modify
[} -} code List
B¢ Copy v OK
< ' \Vehicle Code —
S o) Export

& 7 Security Roles

% O Import &8 Exit
1o Agency
[l ¥ Delete
&P © Watch Dog _
— ) Backups
59 © Computer
4f O License

Configurator

e Select Security Roles from the left column.
e Select Delete from the middle column.
e Click OK.
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Enter \‘}. Configurator: Delete Security Roles
Security Configure Action

Role ID
Secum

Click to get
Security Role Security W- Count: 0

Click to
search

e

Security Role
list

Click to
remove from
Security Role
list

Click to
empty
Security Role
lict

Click to
cancel

Click to

export | Remove Selected |

selected Shove Al |
Security =

Click to
search

Delete Security Role

e Select the Security Role record(s) to delete. You can use the Shift and/or Ctrl
keys on your keyboard to select multiple files at once.

e Click OK to delete selected records, or Cancel to cancel the delete and go back
to the main Configurator screen.
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8.7 — Search Security Role

To use the Security Role search feature:

e Open the Configurator Module

e Open any Security Role screen that has a Search button.

e Click the Search button.

Choose Choose Choose Choose Select
match field options/logic match match value application
| / /

% Configuratof: Modify Security Roles Search f:

~Search Option: v
u\s

® Clear Previous Res!

L N%Tu Previous Results

/

/

rSearch Logic: ‘l’
(® Match ALL of the following
(' Return opposite of match AYL

(1 Match ANY of the follgviing
i Return npp%ﬂ:h ANY

/

This search will b appllad for "Authority Role A

/
/' —OPENFON‘ |

[[] Search All Nested Granted Authority Roles

7/

Authority Role

@Mrra & Fewer %&gaan:h xﬂsa
; |
Click More Click Fewer Click Run Click Close Select from
Search list

Search Security Roles
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Search Options - If a previous search was performed, choose whether to clear the
previous search results prior to performing the new search.

Search Logic - The logic to be used to perform the search.
Match ALL of the following - Records will only be returned in the search results
if they match ALL of the search field/operator/value combinations.
Match ANY of the following - Records will be returned in the search results if
they match AT LEAST ONE of the search field/operator/value combinations.
Return opposite of match ALL - Returns all records not matched in the
corresponding “ALL” search.
Return opposite of match ANY - Returns all records not matched in the
corresponding “ANY” search.

Match Field - Choose the field from the station to search against. Examples of valid
values are Station Name, Station Number, Station Class, and ORI.

Match Operator - Choose the type of comparison operation to be performed against
the match field. Only certain operators are valid for each Match Field. Examples of
valid Match Operators are is, is not, contains, does not contain, less than, and
greater than.

Match Value - Enter or select the value to be searched upon.
More - Click More to add another row of comparison field/operator/value selections.

Fewer - Click Fewer to remove the bottom row of comparison field/operator/value
selections.

Run Search - Click Run Search to obtain a list of Station IDs based on the current
comparison field/operator/value selections listed in the search window.

Close - Click Close to cancel the current search and close the search window.
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8.8 — Security Role Menu Access

To use the Security Role Action menu:

e Open the Configurator Module.
e Open any Security Role screen containing an Action menu item.

Click Hover over Security Role Select
Action Fields Screen Area from list
‘% Configuratol: New Security Roles
Configure
) 3 Simple Security Roles Se
~ S Advanced Securi es Search
—Search: Security Roles———————————————|
x Clear Screen | - |
Simple Search D New =
[ Transaction I comn| 3 Delete 0 -] LastModiied| |
- oer L e | Other | Grantea
) Modify
Application OPENFOX |+ | SS i - {————— ~Granted C
D Tr ion Tah: Available Tr ion List: Add Al Command | Command Flags
3 Advanced Search LI ion Ta: Available Tr ion List: Fitter
&8 Transaction Tab: Available Transaction List: Clear Filter
Securty Roles T ion Tab: Granted Tr ion List: R
ADMIN @ Transaction Tab: Granted Transaction List: Remove All
CPIRTAN 0 Tab: Available Ct List: Add el
CPIRYANZ 0« Tab: Available C: List: Add All
CPIRYANMAIN [ Tah: Granted Cf List:R
c . c st R
FULLACCESS Q Tab: Granted List: All
" D Other Tab: Available Other Authorities List: Add Selected cy,
D Other Tab: Available Other Authorities List: Add All
INTERGEPTOR_ACGCESS B other Tab: Granted Other Authorities List: Remove Selected |
ions,
CILERY QD Other Tab: Granted Other Authorities List: Remove All
QUERYCCH ] Granted Tab: Available Granted Authorities List: Add Selected E
QLUERYMYD D Granted Tab: Available Granted Authorities List: Add All 5, Any
RECORDS R Granted Tab: Granted Authorities List: Ri m
s D Granted Tab: Granted Authorities List: Remowve Al e
W 0K
WEATHER_REGION_01
= = 8 Cancel Al
'WEATHER_REGION_02 0} Apply
WEATHER_REGION_03 A Revert  Send
WEATHER_REGION_04 2 Help
WEATHER_REGION_0S LOG
WEATHER_REGION_DG LOGd
PURGE Stations Of Agency, Multiple Stations,
WEATHER_REGION_07 |Any Station
WEATHER_REGION_08 RCY B
WEATHER_REGION_09
WEATHER_REGION_10 | Cindgaselected | | Cingaan | | BiRomoveselected | | @ Removemr |
[ Onew || Bopeete || Feopy | L modiy | [ wox | [ 2 cancel | | Doy | | O Revert | | onen |

Security Role Menu Access

e Click the Action menu.
e Hover over Security Role Fields Screen Area.
e Select from list provided.
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Chapter 9 — Agency Configuration

An entity to which stations, users, and licenses belong within the OpenFox® Message
Switch is referred to as an “Agency”. Each Agency has a single record entered into the
database that defines an overall entity to which devices, users, and licenses can be
assigned. An Agency helps limit where a user can log in, as well as what they are
allowed to see of certain functions and abilities within the OpenFox®.

The OpenFox® Configurator Agency screens are used to supply the information
necessary to define Agency records. The OpenFox® Configurator Agency screens
allow the administrator to create new Agency records, modify existing Agency records,
copy existing Agency records, export Agency records, import Agency records, or delete
Agency records, all with immediate effect and without any other software changes or
system reboots.

NOTE: Deleting an Agency record will not erase the agency information from the
system. The Agency information will still be available in the database.

The OpenFox® Configurator Agency screens, their text-fields, lists, options and buttons
are as follows:
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9.1 — Add New Agency

To configure a new Agency:

e Open the Configurator Module

Click Agency

Click New

Configurator

Click OK

Ei=) 9

Configu

“; O|Message Keys

?, | Station

¢3 “JUser

[} <} code List

= 7} Vehicle Code

@ < Security Roles

Agency

&’ © Watch Dog

s& © Computer

Q’ = License

E New

/1 © Modify

I Copy

3 O Export

% O lmport

Il © Delete

Configurator

e Select Agency from the left column.
e Select New from the middle column.

e Click OK.
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Enter Enter Enter Name Click to Automatically-
ORI Agency search generated
/ \ /
"\\..\anﬂguratur: New ngency/ ==
Configui ] Action
V4
Agency 'D\lr_i | Date/Time Created v ?
Descriptive Na J
ORI (4 o DatefTime Last Modified | |
Contact Information
Contact Person:
Phone #: Fax Humbhex:
Street:
City: State:  Zip:
Enter (optional) Description:
|
l = Soqeh | v og % copeel L) gty |
|
Enter contact Click to Click to accept Click to Click to
information search changes and close cancel accept
Agencies changes changes

New Agency

e Enter a unique Agency ID in the text box following the Agency ID label.

e Enter the full descriptive text that will describe this Agency as fully as possible in
the text box following the Descriptive Name label.

e Enter the main ORI of the agency (this ORI must already be entered as a station
with the OpenFox® system).

e Enter any other required fields.

e Click OK to accept the changes and close the window, Cancel to cancel the
changes and close the window, or Apply to accept the changes and keep the

window open.
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9.1.1 — Agency Fields

Agency ID - Enter a unique ID assigned to this agency.
Descriptive Name - Enter the full text of the name that this agency is known by.
ORI - Enter the main ORI of this agency. This ORI must already exist in the system.

ORI Search (binoculars button) - Click this button to choose from a list of the existing
ORls.

Date/Time Created - This information is automatically generated by the system.
Date/Time Last Modified - This information is automatically generated by the system.

Contact Information: - This entire area is fully-customizable. Enter the appropriate
information in the fields provided.

Search - Click this button to search a list of the existing agencies.

OK - Click this button to accept the changes to this agency record and close the New
Agency Configurator window.

Cancel - Click this button to cancel the changes to this agency record and close the
New Agency Configurator window.

Apply - Click this button to accept the changes to this agency record and keep the New
Agency Configurator window open.

Ver. 7.2.0 Agency Configuration 202



9.2 — Modify Existing Agency

To modify an existing Agency:

e Open the Configurator Module

Click Agency Click Click OK
Modify

Configurator [Q =

Configu

“; O|Message Keys

% | Station
- U] 7 New
& CUser
_ 21 ¥ Modify
[} -} code List
B Copy v OK
= 1 Vehicle Code
3 O Export
& < Security Roles -
% O lmport &% Exit
1 Agency
Il © Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Agency from the left column.
e Select Modify from the middle column.
e Click OK.
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Configure Action

o Qe | [ & |
RosneyD B Date/Time Created [ |
Descriptive Name |

LT L Date/Time Last Modified | |

Contact Information

Contact Person:
Phone #: Fax Humbex:

Street:

City: State: Zip:

Enter {optional) Description:

’m IW &2 cancel [ npply
Modify Agency

e Enter the Agency ID then click Get to retrieve the Agency record. You may click
the Binocular button to display the Get Agency Dialog Window. This window
will list all agency records contained in the system to choose from. To use the
full search feature, click the Search button to the left of the OK button.

e Modify the fields in the agency record as desired.

e Click OK or Apply to commit your changes to the database. Click Cancel to
clear the screen and return to the main Configurator GUI screen.
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9.3 — Copy Existing Agency

To copy an existing Agency:

e Open the Configurator Module

Click Agency Click Copy Click OK
Configurator =
Configu

“; O|Message Keys

% | Station
- U] 7 New
& C/User
: 4] < Modify
[l -t code List
A Copy v OK
= ' Vehicle Code
3 O Export
& < Security Roles -
% O lmport &% Exit
1> Agency
i = Delete
&' © watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Agency from the left column.
e Select Copy from the middle column.
e Click OK.

Ver. 7.2.0 Agency Configuration 205



% Configurator: Copy Agency
Configure Action

Copy From: Agency ID ||

CREviTe:Ansnewil) L ] DateTime Created | |
Descriptive Name
ORI L 1 Date/Time Last Modified | |

Contact Information

Contact Person:
Phone #: Fax Humber:
Street:

City: State: Zip:

Enter (optional) Description:

lm W &2 cancel [ apny

Copy Agency

e Enter the Agency ID then click Get to retrieve the Agency record. You may click
the Binocular button to display the Get Agency Dialog Window. This window
will list all agency records contained in the system to choose from. To use the
full search feature, click the Search button to the left of the OK button.

e Enter a unique (i.e. “copy-to”) Agency ID.

e Enter all fields as if you were adding a new record.

e Click OK to accept the changes and close the window, Cancel to cancel the
changes and close the window, Apply to accept the changes and keep the
window open, or Revert to cancel the changes and keep the window open.
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9.4 — Export Agency

To export an Agency:

e Open the Configurator Module

Click Agency Click Click OK
Export
Configurator [Q C
Configu
“; O|Message Keys
?, | Station
- U] ¢ New
& “User
: ] 7 Modify
W -} code List
B Copy v OK
< 1 Vehicle Code
3 Y Export
@ | Security Roles :
% O lmport &8 Exit
Agency
i © Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select Agency from the left column.
e Select Export from the middle column.

e Click OK.
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Enter
Agency ID

Click to get Click to
Agency search

List of
Agency ID(s)
to be
exported

<\ Configurator: Export Agency |

Configure né%inn

Count of
ID(s) to be
exported

Click to
remove from
Agency ID
list

Click to
empty
Agency ID
list

Click to
cancel

Click to
export
Agency ID(s)

Click to
search

<
Al
Agency ID ||

l‘ Agency Names To Export 4 Count:0

{mﬁ@é&e Selected |
Onden |

Export Agency

e Select the agency records to export.
e Click OK.
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r - N
E Configurator: Export Agency Records To Directory ﬁ

Look In: |IjDF.5k’top 'l & @@ @E
1 Files
1 Folders
1 Links

Folder name: |C:'I.User5\Ru55\D es ktnpl |
Files of Type: | Al Files

Export Agency Records To Directory

e Select the directory on your local P.C. to export the security role records to.
e Click OK to export the selected records to the local P.C. as XML files.
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9.5 —Import Agency

To import an Agency:

e Open the Configurator Module

Click Agency Click Click OK
Import

Configurator [Q C

Configu

“; O|Message Keys

?, | Station
- U] 7 New
& |User
: 4] ¢ Modify
[} -} code List
“Bd Copy v OK
= 1 Vehicle Code

3 o) Export
@ 7 Security Roles

ét} {lﬂmpgrt x Exit

Agency
i © Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select Agency from the left column.
e Select Import from the middle column.
e Click OK.
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Click to select a
directory

i B
E Configurator: Pick Resources To Import ﬁ

H Look In: | ] Desktop— ~| = @[z Bele)

List of files to 1 Files
import L] ors
] Links
Displays
selected files N
N
Click Cancel to
cancel and
close File T . |
Files of Type: | Agency Recor - |
Click OK to

import selected
files/records

> OK — CT#ncel

Pick Resources to Import

e Select the Agency file(s) to import. You can use the Shift and/or Ctrl keys on
your keyboard to select multiple files at once.

e Click OK to complete the import, or Cancel to cancel the import and go back to
the main Configurator screen.
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9.6 — Delete Agency

To delete an Agency:

e Open the Configurator Module

Click Agency Click Click OK
Delete
Configurator [Q C
Configu
“; O|Message Keys
?, | Station
- U] ¢ New
& “User
: ] Modify
W -} code List
B¢ Copy v OK
< 1 Vehicle Code
S o) Export
@ | Security Roles :
% O Import &8 Exit
Agency
[l ¥ Delete
&’ © Watch Dog
_ ©J0 Backups
59 © Computer
4f O License

Configurator

e Select Agency from the left column.
e Select Delete from the middle column.
e Click OK.
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Enter
Agency ID

List of
Agency ID(s)
to be deleted

“5 Configukator: Delete Agency

Click to get
Agency

Click to
search

SiE

Configure A@ﬂﬂﬂ

Agency ID !%

Count of
Agency ID(s)
to be deleted

Click to
remove from
Agency ID
list

Click to
empty
Agency ID
list

Click to
cancel

Click to
delete
Agency ID(s)

Click to
search

N\
N
& Msmemeg |

@ Remdbe Al

Delete Agency

e Select the Agency record(s) to delete. You can use the Shift and/or Ctrl keys on

your keyboard to select multiple files at once.

e Click OK to delete selected records, or Cancel to cancel the delete and go back
to the main Configurator screen.
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9.7 — Search Agency

To use the Agency search feature:

e Open the Configurator Module
e Open any Agency screen that has a Search button.
e Click the Search button.

Ver. 7.2.0

Choose match Choose search Choose match Choose/enter
field logic operator(s) match value
/
n% Configurator: Modify Agency Searc r@ n
Search Logic: x
(®' Match ALL of the following {_ Match ANY of the following
" Return opposite of match ALL ' Return opposite of match ANY
7
|| Agency ID - | M | g
| Q g;re | | @ Fewgr | | 5 Rygsearch | | P4 *59 |
7/ I
Click More Click Fewer Click Run Click Close
Search
Search Agency
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Search Logic - The logic to be used to perform the search.
Match ALL of the following - Records will only be returned in the search results
if they match ALL of the search field/operator/value combinations.
Match ANY of the following - Records will be returned in the search results if
they match AT LEAST ONE of the search field/operator/value combinations.
Return opposite of match ALL - Returns all records not matched in the
corresponding “ALL” search.
Return opposite of match ANY - Returns all records not matched in the
corresponding “ANY” search.

Match Field - Choose the field from the station to search against. Examples of valid
values are Station Name, Station Number, Station Class, and ORI.

Match Operator - Choose the type of comparison operation to be performed against
the match field. Only certain operators are valid for each Match Field. Examples of
valid Match Operators are is, is not, contains, does not contain, less than, and
greater than.

Match Value - Enter or select the value to be searched upon.
More - Click More to add another row of comparison field/operator/value selections.

Fewer - Click Fewer to remove the bottom row of comparison field/operator/value
selections.

Run Search - Click Run Search to obtain a list of Station IDs based on the current
comparison field/operator/value selections listed in the search window.

Close - Click Close to cancel the current search and close the search window.
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9.8 — Agency Menu Access

To use the Agency Action menu:

e Open the Configurator Module.
e Open any Agency screen containing an Action menu item.

Click Hover over Agency Fields Select
Action Screen Area from list
\
5 Configuralpr: New Agency EiE B
Configure
@ Display 'Get ORI' dialog wi
Agency ID | Search e Datefime Created | |
Descriptive Name " 0K
o5 ] 42 cancel ] Date/Time Last Modified | |
L) Apply
Contact Information
Contact Pexrson:
Phone #: Fax Humbexr:
Street:
City: State:  Zip:
Enter {optional) Description:
| search | v | _ Hcancel | | oy |

Agency Menu Access

e Click the Action menu.
e Hover over Agency Fields Screen Area.
e Select from list provided.
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Chapter 10 — Watch Dog Configuration

The OpenFox® Message Switch has the capability to scan the contents of message
traffic looking for key data values, and when found generate a message to any
interested parties. This function is achieved by creating “Watch Dog” tables and
populating them with entries. Each Watch Dog Table is specific to an entered MFC.
Then the entries in that table contain the data that, when present in a properly-
configured Message, will generate a Watch Dog Hit. Each entry in this table also allows
the administrator to specify which stations should receive a copy of the hit message.
There are various options for each entry as well, such as the ability to make the hit a
“silent hit” (the originator of the message that generated the query that resulted in the hit
is not notified that their message resulted in a Watch Dog hit), create custom text for the
Watch Dog hit, and automatic removal of the entry from the Watch Dog table after a set
number of days.

The OpenFox® Configurator Watch Dog screens are used to supply the information
necessary to define Watch Dog records. The OpenFox® Configurator Watch Dog
screens allow the administrator to create new Watch Dog records, modify existing
Watch Dog records, export Watch Dog records, or import Watch Dog records, all with
immediate effect and without any other software changes or system reboots.

The OpenFox® Configurator Watch Dog screens, their text-fields, lists, options and
buttons are as follows:
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10.1 — Add New Watch Dog Table

To configure a new Watch Dog Table:

e Open the Configurator Module

Click Watch Click New Click OK
Dog
Configurator [Q L
Configu

“5 O|Message Keys

% | Station

- D New

& C{User

: 4 © Modify
[} -} code List 5
~ Copy p 0

< | VVehicle Code OK
3 O Export

& J Security Roles -
% O lmport o8 Exit

T Agency
I © Delete

i ¥ Watch Dog |

_ ©Jo Backups

5 © Computer

4f O License

Configurator

e Select Watch Dog from the left column.
e Select New from the middle column.
e Click OK.
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Watch Dog name Records
Tables
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Records and _
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Defaults
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Enter Default picma e
Da_ys TO Live "1 Default Custom Message
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Custom
Message
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Automatically | 4+
generated P aluewD
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Q,K Rsnogl Dgu
\
Click to accept Click to Click to accept
changes/close cancel changes
New Watch Dog Table
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e |If you wish to use an existing Watch Dog Table and its values as the basis for
your new Watch Dog Table, double-click an existing Watch Dog table name from
the Watch Dog Tables list on the left, otherwise skip this step.

e Enter a new uniqgue Watch Dog Table name.

e Enter the Value Field Length. This value is the maximum length for the field
that will be added to the watch dog table.

e Enter the Max # Value Records. This is the maximum number of watch dog
entries for this table.

e Enter the Default Days To Live. This is the default value that will auto-populate
the Value Records tab.

e Select or de-select the bit for Default Silent Hit. This is the default value that will
auto-populate the Value Records tab.

e Enter the Default Custom Message for this Watch Dog Table. This is the
default value that will auto-populate the Value Records tab.

NOTE: You can double click on any of the existing watch dog tables displayed in the list
on the left side of the screen. If you double click on an existing watch dog table in the
list, the screen will retrieve the data for that watch dog table, and populate the screen
with all the data from the selected watch dog table. This data can then be used to help
create a new watch dog table.

When initially entering the new watch dog table screen, the ‘Defaults’ tab is selected by
default. The fields inside this tab are used by the watch dog table new screen as the
default values used to populate the editable fields in the ‘Value Record Fields’ screen
area (located in the ‘Value Records’ tab). NOTE: these default values are not used by
the watch dog table screens until after you commit your changes to the DB using either
the ‘Apply’ or ‘OK’ button.

Ver. 7.2.0 Watch Dog Configuration 220



10.1.1 — Watch Dog Table Fields

List of Watch
Dog Table IDs

Automatically-
generated
database data

Watch Dog Tables
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Watch Dog Tables - Lists all existing watch dog tables in the database. You can
double click on an existing watch dog table to populate the screen with its data.

Total DB Free Space - Automatically-generated information. This indicates how much
free space is available in the watch dog table database memory area.

Table Size - Automatically-generated information. This indicates how much size the
selected watch dog table occupies in the database.

Value Record Size - Automatically-generated information. This indicates how much
size each value record in the selected watch dog table occupies in the database.

Watch Dog Table - Enter a unique Watch Dog table name.

Value Field Length - Enter value that is equal to or greater than the longest value field
(which is contained in each value record) throughout all value records in the Watch Dog
table.

Max # Value Records - Enter the maximum number of value records allowed inside
this Watch Dog table.

10.1.2 — Defaults Fields

Select Default Click Defaults Enter Default Enter Default
Silent Hit Tab Custom Days To Live
Message
/ \
Watch Dog T%hle NAM Value Field h (30 Max # Value Records, (200
((Malue Refords | Defaulsk”|
7 :
Dim Days To Live N
efault Silent Hit
Default Cust essage
Defaults

Default Days To Live - Enter a value which the Configurator GUI will use as the default
value used to populate the Days To Live field in the value records tab.

Default Silent Hit — Enter a value which the Configurator GUI will use as the default
value used to populate the Silent Hit checkbox in the value records tab.

Default Custom Message — Enter a value which the Configurator GUI will use as the
default value used to populate the Custom Message field in the value records tab.

Ver. 7.2.0 Watch Dog Configuration 222



10.1.3 — Watch Dog Table Fields

Watch Dog Click Value Enter Value Enter Max #
Table ID Records Tab Field Length Value
Records
/ N\

Watch Dog Tah

r\jalue Recorfls r Defaults |

| Value Field Length 1#

Max # Value Records 1“!]

[ Value Records Table

Values Count: ?
Walue

Desctiption [

Manitar Station

ABCDEFGH
BCDEFGHI

SLIPY
SUPY

/ \ \ |
/ A \ I
Values Count Existing Description Monitor
Values within for each Station for
this Table existing Value each Value

Value Records Tab

Watch Dog Table - Automatically-generated information. This indicates the number of
value records in the Watch Dog table.

Value Field Length - Automatically-generated information. This indicates the number
of value records in the Watch Dog table.

Max # Value Records - Automatically-generated information. This indicates the

number of value records in the Watch Dog table.

Values Count - Automatically-generated information.
value records in the Watch Dog table.

This indicates the number of

Value - Each separate specific value created within the selected Watch Dog Table.
Description - The Watch Dog Table Value’s plain-language description.

Monitor Station - The station that is set to receive the Watch Dog message when the
Value for this Watch Dog Table is queried.
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10.1.4 — Edit Value Fields

Enter Value Enter Enter Modify
Description Requestor Monitor
—Edit Value Fields // //
Einvtgr Days To -— / | Wonitor Statigr
T Descript | ¢ |
. Requestor |
a?tlect Silent (o ToLve e
ﬁ Silent Hit
Last Modified | —{rastwoainied By User ID

Custom Message

A |»

Enter Custom | +—+—7

/'

Message
Last Modified / [ | \
By User ID / 42 cancel * L Apply \
/ / \ A\
Click Add Click Modify Click Delete Clear Add

Edit Value Fields

Value — Enter/edit a unique value ID or name for each value record. This is also the
text which is used to compare against the field data when looking inside each
appropriate message sent to the OpenFox® Message Switch to determine if a Watch
Dog hit notification message should be generated.

Description — Enter/edit the plain-text description of the value record.
Requestor — Enter/edit the person/entity whom requested this value record.

Days To Live — Enter/edit the number of days in for which this value record will live. If
blank, the value record will not expire. After the Days To Live number of days
expires, the value record will be deleted automatically by the system.

Silent Hit — Enter/edit this bit which, if set, only the monitor station(s) listed in this value
record will receive a Watch Dog hit notification message when a message matching this
value is sent to the OpenFox® Message Switch. If not set, then both the station
generating the message and the listed monitor station(s) will receive the Watch Dog hit
notification message.

Ver. 7.2.0 Watch Dog Configuration 224



Last Modified - Automatically-generated information. This indicates the date this Value
was last modified.

Last Modified By User ID - Automatically-generated information. This indicates the
User ID of the individual who last modified this Value.

Monitor Station - Enter/edit the list of station(s) that will receive Watch Dog hit
notification messages when a message matching this value is sent to the OpenFox®
Message Switch. To add a new station to this list, right-click the box, left-click Add
Monitor Station, select from the list supplied, then click OK. To delete a station from this
list, left-click the station from the list of existing stations, right-click in the box, then left-
click Delete Monitor Station.

Custom Message - Enter/edit. The contents of this field are used by the OpenFox®
Message Switch to customize any generated Watch Dog hit notification messages for
this value record.

Add - Click to add a new value record into the value record table. When this button is
clicked the current contents of all the fields in the edit value fields screen area are used.
NOTE: this change is not written to the database until either the OK or Apply button is
clicked.

Modify - Click to modify an existing value record in the value record table. When this
button is clicked the current contents of all the fields in the edit value fields screen area
are used. This button can only be used for modification of an existing value record.
NOTE: this change is not written to the database until either the OK or Apply button is
clicked.

Delete - Click to delete an existing value record from the value record table. Left-click
an existing value from the list of existing value records prior to clicking the Delete
button. NOTE: this change is not written to the DB until either the OK or Apply button is
clicked.

Clear - Click to clear the contents of all the fields in the edit value fields screen area.
NOTE: the contents of the values table will not be affected.

OK - Click to commit all Watch Dog table changes to the DB and return to the main
Configurator GUI screen.

Cancel - Click to clear all fields on screen and return to the main Configurator GUI
screen.

Apply - Click to commit all changes to the watch dog table to the DB and stay in this
screen. This will not clear the fields displayed on screen.
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10.1.5 - Add New Watch Dog Value
To configure a new Watch Dog Value:

Click the Value Records tab.

If you wish to use an existing Value as the basis for a new Value, double-click an
existing Value from the Value list on the right (under Values Count), otherwise
skip this step.

Enter a new unique Value name in the Edit Value Fields section.

Optionally enter a new Description.

Optionally enter a new Requestor.

Enter the Days To Live.

Select whether this Value will be a Silent Hit.

Enter the Custom Message.

Select the Monitor Station.

Click Add to add the value to the list of existing values, or Clear to empty the
values in the fields and start the Add Value process over.

Click OK to accept the changes and close the window, Cancel to cancel the
changes and close the window, or Apply to accept the changes and keep the
window open.

10.1.6 — Modify Existing Watch Dog Value
To modify an existing Watch Dog Value:

Click the Value Records tab.

Double-click an existing Value from the Value list on the right (under Values
Count).

Modify any of the fields necessary in the Edit Value Fields section that you are
permitted to modify.

Click Modify to add the value to the list of existing values with the modifications,
or Clear to empty the values in the fields and start the Modify Value process
over.

Click OK to accept the changes and close the window, Cancel to cancel the
changes and close the window, or Apply to accept the changes and keep the
window open.
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10.1.7 — Delete Existing Watch Dog Value
To delete an existing Watch Dog Value:

Click the Value Records tab.

Double-click an existing Value from the Value list on the right (under Values
Count).

Click Delete to remove the value from the list of existing values for this Watch
Dog Table.

Click OK to accept the changes and close the window, Cancel to cancel the
changes and close the window, or Apply to accept the changes and keep the
window open.
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10.2 — Modify Existing Watch Dog Table
To modify an existing Watch Dog Table:

e Open the Configurator Module

Click Watch Click Click OK
Dog Modify

Configurator M=
Configu

“; O|Message Keys

% | Station

- U] 7 New

& “{User

_ 21 ¥ Modify

[} - Code List
B Copy v OK

= ) Vehicle Code
3 O Export

@ J Security Roles -
% O lmport &% Exit

T Agency

i © Delete
&' v watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Watch Dog from the left column.
e Select Modify from the middle column.
e Click OK.
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|I <% Configurator: Modify Watch Dog Table © - ==
Configure Action
Watch Dog Tables Watch Dog Table Value Field Length [20 Max # Value Records [100
LIC
Value Records ﬁ
NAM
[ Value Records Table
QLN
Values Count: 1
Value | Description \ Monitor Station
T0000000 | |supv
[~ Edit Value Fields’
Value | ‘ Wonitor Station
Description [ |
Requestor [ |
Days To Live
[_] Silent Hit
Last e —
Last odted B User D —
Total D 20 Space
Custom
Table Size 10180 bytes
Value Record Size o Add | | ¥ Modify | ‘ £ Delete ‘ ‘ ) Clear ‘
« OK &2 cancel [ Apply

Modify Agency

e Double click a watch dog table name from the watch dog tables list on the left to
retrieve the watch dog table record.

e Click the Value Records tab.

e Select the Value Fields that require modification from the Value Records Table
list section on the top-right.

e Modify any of the fields as necessary in the Edit Value Fields section on the
bottom-right.

e Click OK or Apply to commit your changes to the database. Click Cancel to
clear the screen and return to the main Configurator GUI screen.
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10.3 — Export Watch Dog Table
To export a Watch Dog Table:

e Open the Configurator Module

Click Watch Click Click OK
Dog Export
Configurator M=
Configu
“; O|Message Keys
% | Station
- U] 7 New
& “{User
: 41 ) Modify
[} -} code List
B Copy v OK
= 1 Vehicle Code
3 Y Export
@ J Security Roles -
% Olmport o8 Exit
T Agency
Il © Delete
&' v watch Dog |
— ) Backups
59 © Computer
4f O License

Configurator

e Select Watch Dog from the left column.
e Select Export from the middle column.
e Click OK.
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W
@
2=l

\\}.. Configurator: Export Watch Dog Table

Configure Action

Watch Dog Table ID | W | | @%H %:/|

Watch Dog Table Namies To Export — Count:2_
LIC
OLN N

Search list of
Table IDs

Click to get
Watch Dog

Tahla

Count of
Table(s) to be

Aavnnrtad

Enter Watch
Dog Table ID

List of Table(s)
to be exported

Click to remove
from Table list

Click to empty
Table list

| Remove Selpoted |
| ORemove Al |

Export Watch Dog Table

Select the watch dog table records to export.
Click OK.

Watch Dog Configuration

Click to export
selected
Table(s)

Click to cancel
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r N
E Configurator: Export Watch Dog Table Records To Directory M

Look In: |IjDF.5k’top 'l & @@ @E
1 Files
1 Folders
1 Links

Folder name: |C:'I.User5\Ru55\D esktop |

Files of Type: | Al Files

Export Watch Dog Table Records To Directory

e Select the directory on your local P.C. to export the watch dog table records to.
e Click OK to export the selected records to the local P.C. as XML files.
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10.4 — Import Watch Dog Table
To import a Watch Dog Table:

e Open the Configurator Module

Click Watch Click Click OK
Dog Import

Configurator M=
Configu

“; O|[Message Keys

% | Station
- U] 7 New
& “{User
: 1 Modify
[} -} Code List
“Bd Copy v OK
= ) Vehicle Code
3 o) Export
@ J Security Roles -
LA Import x Exit
1 Agency
i = Delete
&' v watch Dog _
_ ©Jo Backups
59 © Computer
4f O License

Configurator

e Select Watch Dog from the left column.
e Select Import from the middle column.
e Click OK.
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Click to select a
directory

List of files to
import

Displays
selected files

Click Cancel to
cancel and
close

Click OK to
import selected
files/records

E Configurator: Pick Resources To Impert

—

Look In: | Waic le Records

v @ || B8

E‘] watchDog.LIC.xml

\-@ﬁiﬁhﬂog.ﬂhﬂ.xml

D watchDog.OLN.xml

File . watchDog. MAM. xml

Files of Type: | Watch Dog Tabte-Recard XML File

0K

—Eancel

Pick Resources to Import

e Select the Watch Dog Table file(s) to import. You can use the Shift and/or Ctrl
keys on your keyboard to select multiple files at once.
e Click OK to complete the import, or Cancel to cancel the import and go back to
the main Configurator screen.
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10.5 — Watch Dog Menu Access

To use the Watch Dog Action menu:

e Open the Configurator Module.
e Open any Watch Dog screen containing an Action menu item.

Click Hover over Watch Dog
Action Fields Screen Area

Select
from list

\

<% Configurator: New Watch Dog Table *

Configure

3:::::%;1‘:“ j Value Field Length (30 Max # Value Records |100

3 Value Records Tab: Delete

D Value Records Tab: Clear

' oK 30

3 Cancel

[ Appy

i
Total DB Free Space
Table Size
Value Record Size lCI
W 0K &2 cancel () Apply
Watch Dog Menu Access
e Click the Action menu.
e Hover over Watch Dog Fields Screen Area.
e Select from list provided.
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Chapter 11 — Computer Configuration

The OpenFox® Message Switch has several station configured that serve as system-
wide monitors to specific types of messages, or are used for other special functions.
These stations are entered and modified in the “Computer Configuration” screen. The
types of messages that are monitored to these stations include, but are not limited to,
network events, messages that have no other method of routing, user logon processing,
auto-purge reporting, XSLT transformation reporting, and certain system operational
messages. All of these stations are defined in the Computer Configuration screen.
Some of these elements and events are common to all installations but the OpenFox®
also allows for installation-specific fields so the individual elements that comprise the
computer configuration screen may differ from installation to installation.

The OpenFox® Computer Configuration screen, its text-fields, and buttons are as
follows:
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11.1 — Modify Existing Computer Configuration

To modify an existing Computer Configuration:

e Open the Configurator Module

Click Click Click OK
Computer Modify

Configurator M=
Configu

“; O|Message Keys

% | Station
- U] 7 New
& C|User
_ 21 ¥ Modify
[} - code List
_I© Copy v OK
= 1 Vehicle Code
3 O Export
& | Security Roles -
% O lmport &8 Exit
1 Agency
Il © Delete
&' watch Dog |
— ) Backups
54 " Computer
4f O License

Configurator

e Select Computer from the left column.
e Select Modify from the middle column.
e Click OK.
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Configurator: Modify Computer Q

Configure Action

Last Modified By User JIM
Date/Time Last Modified 2013-03-14 12:26:10
Supervisor [supv] Dispatch |poao |
Spill [supv Security [supv |
Reports |supv Driver Query  |SUPV |

Vehicle Query | SUPV User Services  |USRSRV |

Transition |LEGACYIF |

Criminal History |SUPV

ATPS Station  |MSWO |

System Monitor |SUP‘.r‘

HA Log Station  |SUPV |

ildddd i

|
|
|
|
Network Monitor |SUPV |
|
|
|
|

. FFEFFEFEE

Database [supv
XSLT OP Station [SUPV |
Weather [supv
W 0K Cancel L) Apply

Modify Computer Configuration

11.1.1 — Computer Configuration Fields
Supervisor - Enter the name of the station that is assigned the primary responsibility for
controlling the system.

Spill - Enter the name of the station that will receive error messages generated to
stations that are configured to intercept errors. Any message that is sent to a station
that has the “bar direct address” flag turned on will be re-routed to the Spill station.

Reports - Enter the name of the station or distribution list, which will receive all
automatically, generated computer resource reports and daily activity reports.

Vehicle Queries - Enter the name of the station which will receive and respond to
vehicle queries.

Network Monitor - Enter the name of the station or distribution list which will receive all
system generated communications-oriented alert messages.

Criminal History - Enter the name of the station which will receive and respond to
criminal history queries.

System Monitor - Enter the name of the station or distribution list which will receive all
system-generated operational messages (e.g., start-up message, disk errors, hourly
reports, etc.).

Ver. 7.2.0 Computer Configuration 239



Database - Enter the name assigned to the interface for the Relational Database
Management System. Transactions pertaining to in-state warrants, sexual offenders,
protection orders, etc. are normally directed to this interface.

Weather - Enter the name of the station which will input weather broadcasts for
distribution.

Dispatch - Enter the name of the station which will receive messages from NLETS or
NCIC which are addressed to the state code or which cannot be routed automatically.

Security - Enter the name of the station which will receive notices of any security
violations. These will include invalid sign-on attempts, unauthorized use of criminal
history MKEs, etc.

Driver Query - Enter the name of the station which will receive and respond to driver
gueries.

User Services - Enter the name of the station which will process user logons.

Transition - Used to enter station names which require unique processing within the
customer-specific installation. Software modifications are required to effectively use
each of these stations.

ATPS Station - Used to enter station names which require unique processing within the
customer-specific installation. Software modifications are required to effectively use
each of these stations.

HA Log Station - Enter the name of the station which will receive error reports if
messages are auto-purged from a queue within the OpenFox®.

XSLT OP - Enter the name of the station which will receive XSLT transformation
reports. This will include the XML input message as well as the transformation results.
You must have the appropriate Computer Switch within the OpenFox® set for these
reports to be generated.

OK - This button accepts the configuration changes and closes the window.
Cancel - This button cancels the configuration changes and closes the window.

Apply - This button accepts the configuration changes and leaves the window open.

e Modify any of the fields necessary from the Computer settings. You can
alternatively click the search button to bring up a dialogue box that allows you to
search and select from existing stations.

e Click OK to accept the changes and close the window, Cancel to cancel the
changes and close the window, or Apply to accept the changes and keep the
window open.
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11.2 — Export Computer Configuration

To export the Computer Configuration:

e Open the Configurator Module

Click Click Click OK
Computer Export
Configurator M=
Configu
“; O|Message Keys
% | Station
- U] ¢ New
& C|User
: 4] ) Modify
[} - code List
B Copy v OK
= 1 Vehicle Code
3 Y Export
& | Security Roles -
% O lmport &% Exit
19 Agency
Il © Delete
&' 9 watch Dog _
§ o Backups
59 ¥ Computer
4f O License

Configurator

e Select Computer from the left column.
e Select Export from the middle column.
e Click OK.

Ver. 7.2.0 Computer Configuration 241



i N
E Configurator: Export Computer Records To Directory u

Look In: | ] Desktop S EEE
1 Files
1 Folders
1 Links

Folder name: |C:'I.User5\Ru55\D esktop |

Files of Type: | All Files

Export Computer Configuration To Directory

e Select the directory on your local P.C. to export the computer configuration to.
e Click OK to export the selected records to the local P.C. as XML files.
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11.3 - Import Computer Configuration

To import the Computer Configuration:

e Open the Configurator Module

Click Click Click OK
Computer Import

Configurator M=
Configu

“; O|Message Keys

% | Station
- U] 7 New
& C|User
: 1 Modify
[} =) Code List
17 Copy v OK
= 1 Vehicle Code
3 o) Export
& | Security Roles -
LA Import x Exit
19 Agency
i = Delete
&' 9 watch Dog |
— ) Backups
4 ¥ Computer
4f O License

Configurator

e Select Computer from the left column.
e Select Import from the middle column.
e Click OK.
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i B
Click to select a & Configurator: Pick Resources To Import ﬁ

| ook oesken L=

List of files to 1 Files
import — || [ Folders

\E Links

Displays

selected file \

Click Cancel to
cancel and )
close T

> |

Files of Type: | Computer Record-XML File -|
Click OK to

import selected | , OK — Cancel
file/record —

Pick Resources to Import

e Select the Computer Configuration file to import.
e Click OK to complete the import, or Cancel to cancel the import and go back to
the main Configurator screen.
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11.4 — Computer Menu Access

To use the Computer Action menu:

e Open the Configurator Module.
e Open the Computer Modify screen.

Click Hover over Computer Select
Action Fields Screen Area from list

\ /

‘13. Confiqurator: Modify Cnmpute/
Configure | Action | / /
& Refresh Figids [

Supervis Computer Fields Screen Area

||:|__|
(]
=
—

T

3 Disilay'ﬁet Supenisor " dialog window

& Display "Get Spill * dialog window

%:. Display "Get Reports " dialog window

%:- Display "Get Vehicle Query ' dialog window
L5 Display "Get Network Monitor ° dialog window
%:. Display "Get Criminal History * dialog window
%:. Display "Get System Monitor * dialog window
5 Display "Get Database " dialog window

L5 Display "Get Weather ' dialog window

%:. Display "Get Dispatch * dialog window

%:- Display "Get Security " dialog window

3 Display "Get Driver Query " dialog window

-

Spill Isupv

Reports IsuPV

Vehicle Query  [SUPV

Criminal History  [SUPV

System Monitor  |SUPV

Database Isupv

gl

|
|
|
Network Monitor [SUPV |
|
|
|
|

Weather SUPV G Display "Get User Services ' dialog window

%:. Display "Get Transition ' dialog window

%:- Display "Get ATPS Station " dialog window
L5 Display "Get HA Log Station " dialog window
%:. Display "Get XSLT OP * dialog window

W OK

a Cancel

L) Apply

11 lellelle]lells]lelle]le

W 0K

Watch Dog Menu Access

e Click the Action menu.
e Hover over Computer Fields Screen Area.
e Select from list provided.
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Chapter 12 — License Configuration

A product key record that defines specific functions for OpenFox® Desktop stations is
referred to as a “License”. Each License has a single record entered into the database
that defines what product key the device must use to register, what agency and station
the license is assigned to, whether or not the license is currently registered, when the
license was created, when the license was last modified, when the license expires,
which agency purchased the license, and what modules within the OpenFox® Desktop
that this license will authorize for the station to use.

The OpenFox® Configurator License screen is used to supply the information
necessary to update License records. The OpenFox® Configurator License screen
allows the administrator only to modify existing License records, all with immediate
effect and without any other software changes or system reboots.

The OpenFox® Configurator License screen, its text-fields, lists, options and buttons
are as follows:
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12.1 — Modify Existing License

To modify an existing License:

e Open the Configurator Module

Click License Click Click OK
Modify

Configurator A=

Configu

“5 O|Message Keys

%, O|Station

- ) 0 New

& C|User

_ 21 > Modify
W -{ Code List 5
~ Copy 9 0

<& {Vehicle Code 21
3 O Export

@ (| Security Roles :
% O lmport &4 Exit

3 Agency
Ml © Delete

&P ¢ watch Dog .

- ) Backups

5 ' Computer

4 ¥ License

Configurator

e Select License from the left column.
e Select Modify from the middle column.
e Click OK.
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Enter/Paste
License Key

'\\a Configurator: Modify License

[~

Review
information

Select
Registered

Click to
accept and

Click to
Search

\[‘l:l\nﬁgure Action

Lm;;;;FEi‘#> |-

icense Key

Created 20100118

Modified 20100118

Purchase Agency NMCPIOD00

Assign Agency

Registered To CPI8

¥| Registered
License Type NORMAL

Expires

=

Number Of Stations 1

Ready For Modulesd

Ready For Module#10
eady For Module#11

rLicense Supports Modul
TF | Module | Authorization |
MESSEMGER oooooool
OFC oooooool
COMFIG oooooool
Ready For Modulesd oooonool
Ready For Moduless Qooooool
Ready For Moduleb oooonool
Ready For Modules? Qoooooo1
Ready For Moduless oooonool

00000001
0000000
00000041 |+

7

\
| Aok |

/
| xcﬁcgl |

| Dby |

Modify License

Click to
Search

Click to Get

Click to Search
associated

£2_ 11

Click to cancel

Click to accept

e While the license is registered, the only modifiable field for the license is
Registered. You can deselect this field to unregister this license if a user is

receiving registration errors upon login.

Upon unregistering, the binocular

buttons for Assign Agency and Registered To will become active. Changes
will not be permanent until you click OK or Apply.
e Click OK or Apply to commit your changes to the database. Click Cancel to

clear the screen and return to the main Configurator GUI screen.
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12.2 — Search License

To use the License search feature:

e Open the Configurator Module
e Open the License Modify screen.
e Click the Search button.

Choose match Choose search Choose match Choose/enter
field logic operator(s) match value
/
‘5 Configurator: Modify License S/eaéh : r~=_I '_?&
Search Logit -
(& Match ALL of the following ' Match ANY of the following
i Return opposite of match AL ' Return opposite of matclf ANY
/
v
License Key | [is = ||
) Moge &) Fewer Fo Search &2 Close
| oe | | wr | SRy Y
7/ [
Click More Click Fewer Click Run Click Close
Search

Search Security Roles
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Search Logic - The logic to be used to perform the search.
Match ALL of the following - Records will only be returned in the search results
if they match ALL of the search field/operator/value combinations.
Match ANY of the following - Records will be returned in the search results if
they match AT LEAST ONE of the search field/operator/value combinations.
Return opposite of match ALL - Returns all records not matched in the
corresponding “ALL” search.
Return opposite of match ANY - Returns all records not matched in the
corresponding “ANY” search.

Match Field - Choose the field from the station to search against. Examples of valid
values are Station Name, Station Number, Station Class, and ORI.

Match Operator - Choose the type of comparison operation to be performed against
the match field. Only certain operators are valid for each Match Field. Examples of
valid Match Operators are is, is not, contains, does not contain, less than, and
greater than.

Match Value - Enter or select the value to be searched upon.
More - Click More to add another row of comparison field/operator/value selections.

Fewer - Click Fewer to remove the bottom row of comparison field/operator/value
selections.

Run Search - Click Run Search to obtain a list of Station IDs based on the current
comparison field/operator/value selections listed in the search window.

Close - Click Close to cancel the current search and close the search window.
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12.3 - License Menu Access

To use the License Action menu:

e Open the Configurator Module.
e Open the License Modify screen.

Click Hover over License Fields Select
Action Screen Area from list
\ /

‘l\.. Cunﬁg&ratur: Modify License

Configure | Action | / /
& Refresh Fields - / :
License b i 5@5‘?41 Area b J | /I/i' || | | ) Get | | G

''''''''''''''''''''''''''''''' License FieldS Screen Area ¥ <Y Dis%ﬁet Assign Agency’ dialog window oo
License Key| S Dis| 'Get Registered To® dialog window
‘3 Search

Created| | Modifi _, ]
Purchase Agency a Cancel

) L) appy
Assign Agency e =

[ Registered [1 Requires Hardware Fingerprint

LicenseType| | Number OfStations| |

rLicense Supports Modules
TF | Module | Authorization

<5 Search | | &4 cance | | L] Apply |

Agency Menu Access

e Click the Action menu.
e Hover over License Fields Screen Area.
e Select from list provided.
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